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August 15, 2025 

Via E-Mail 

Robert A. Fumerton  

Alexander C. Drylewski 

Skadden, Arps, Slate, Meaghers & Flom LLP 

One Manhattan West 

New York, New York 10001 

Re: Garrett, et. al. v. Coinbase, Inc. (Index 156455/2025) 

Gentlemen: 

As you know, we represent Plaintiff, Scott Chung, in the above-referenced matter.  As you also 

know, we represent Scott Chung in an arbitration matter that is pending before the American 

Arbitration Association.  As you are probably unaware, on July 21, 2025 the undersigned 

conducted a deposition of Chintan Turakhia, who is Coinbase’s head of engineering and the 

individual responsible for a product called “Coinbase Wallet.”  The purpose of this letter is to 

bring the transcript of that deposition to your immediate attention.  

In the deposition, Mr. Turakhia admitted that Coinbase allows its customers to commit serious 

crimes, including terrorist financing and money laundering.  Specifically, I draw your attention to 

the following testimony, which begins on page 59 of the attached transcript:  

* * * 

BY MR. FITAPELLI: 

Q. So if I wanted to, I could have a Coinbase Exchange account and have a Coinbase Wallet 

account and do nefarious things through the Coinbase Wallet account, meaning I could launder 

money, I could send it to drug traffickers, or to people on the Treasury list. I could do those things, 

based on what you're describing. Is that right? 
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MS. CHANG: Objection. Assumes facts. Mischaracterizes testimony. Argumentative. 

THE WITNESS: Like I said before, Coinbase Wallet does not do transaction monitoring, and I 

cannot possibly know all the things users are doing. 

BY MR. FITAPELLI: 

Q. Okay. Banking customers are prohibited from sending funds to certain people. Terrorists [are] 

an example of people that banking customers can't send funds to. Does Coinbase Wallet have the 

same capability to stop funds from going to terrorists? 

MS. CHANG: Objection. Vague and ambiguous. 

THE WITNESS: And this wallet is not a banking account. 

BY MR. FITAPELLI: 

Q. Understood. 

A. Therefore, we don't have the same capabilities. 

Q. So customers can send money to terrorists through Coinbase Wallet. Is that fair to say? 

MS. CHANG: Objection. 

BY MR. FITAPELLI: 

Q. They can send money to anyone. They could send money to anyone, including terrorists. 

Correct? 

A. Coinbase Wallet again is not a banking product, nor is it a banking account, and it is designed 

where people can send money to other users that have blockchain addresses. 

* * * 

In good faith, I believe your client is engaged in criminal activity.  I believe that for five reasons.  

First, other companies have been criminally convicted for the same conduct. For example, on 

August 4, 2025, the United States Attorney for the Southern District of New York announced the 

criminal conviction of a company called Tornado Cash.   Tornado Cash was being prosecuted for 

making software that was used by North Korea to launder money.    Tornado Cash’s criminal 

conviction is an example of why Coinbase’s conduct constitutes a crime.  Coinbase paid Tornado 

Cash’s legal fees as a “political statement.”  Coinbase’s position ostensibly is that American 

companies should be allowed to help North Korea and other foreign enemies of the United States.  

See https://www.coinbase.com/blog/defending-privacy-in-crypto   
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Second, the undersigned consulted with an expert in Federal criminal law matters.  Specifically, 

the undersigned retained the services of a 20 year veteran of the FBI to provide testimony.  This 

individual’s testimony has been accepted by Federal Courts to support criminal prosecutions.  His 

opinion is that Coinbase, without exception or qualification, must engage in AML screening for its 

products.  

Third, the undersigned is familiar with the internal operations of other large cryptocurrency 

exchanges.  Specifically, by representing other clients, I know from personal knowledge that other 

large cryptocurrency exchanges (without exception) screen wallets against the United States 

Treasury’s List Office of Foreign Assets Control.  Specifically, in November 2023, the CEO of 

Binance (then the world’s largest cryptocurrency exchange), pleaded guilty to federal anti-money 

laundering changes. See (https://www.justice.gov/archives/opa/pr/binance-and-ceo-plead-guilty-

federal-charges-4b-resolution).  

Mr. Turakhia’s deposition was ordered by the Arbitrator to clarify statements made at a hearing 

regarding Coinbase’s business practices.  At that hearing, Coinbase’s attorneys represented to the 

Arbitrator that a Coinbase Wallet customer could evade US sanctions on their platform by 

sending Bitcoin to Vladamir Putin!  While counsel’s representations were not recorded, I 

subsequently asked the witness the same question and he did not deny that Coinbase actually 

allows customers to send Bitcoin to anyone, including Vladimir Putin. Further, he testified that 

Coinbase submits every transaction from any customer to any recipient to the blockchain without 

any screening whatsoever. 

Fourth, I have been personally trained to use Bitcoin AML software sold by a company called 

Elliptic.  I have been certified as a cryptocurrency investigator through this company since 2022.  

The FBI uses the same software and so does Coinbase.  Although Elliptic lists Coinbase as a 

customer on its website, Mr. Turakhia testified that he had no knowledge of this company.  This 

likely means Coinbase uses Elliptic to screen for only some of its wallet products.  

Fifth, Coinbase entered into a consent order with the State of New York on January 4, 2023, which 

acknowledged their obligation to do AML screening for wallets. The Consent order was signed by 

Paul Grewal.  After the consent order was entered into, Paul Grewal published the following on 

www.coinbase.com on January 4, 2023:  

Over the past two years, among other substantial investments and 

actions, we have:  

 

Built crypto-focused AML and sanctions compliance tools, such as 

our blockchain analytics tool, Coinbase Tracer, and our proprietary 

interdiction solution. We believe these Coinbase products will 

become industry standard in the coming years. 
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Further enhanced our automated Transaction Monitoring System 

(TMS) that analyzes every single transaction on the Coinbase 

platform, and can detect patterns suggestive of fraud, money 

laundering, or other illicit activity and flag them for further review 

by our investigators.  

 

available here: https://www.coinbase.com/blog/Coinbase-and-NYDFS-reach-agreement-to-

resolve-compliance-investigation 

Similar statements have been made by Mr. Grewal in public, including before the United States 

Congress, where he similarly promised that Coinbase engages in transaction monitoring for “every 

single transaction on the Coinbase platform.”  

Be advised that the attorney who defended the deposition for Coinbase in the AAA matter declined 

to designate the testimony as confidential or otherwise make any objection based on the parties’ 

underlying protective order.  The protective order mandated that any designation of deposition 

testimony as confidential be made within fifteen days.  Thus, confidentiality has been waived. 

Moreover, no objection was made based on the witness’s right against self-incrimination.   

Be further advised that the undersigned has provided a copy of this transcript, together with the 

names of the attorneys who are aware of this conduct to the New York State Attorney General.  If 

you or your client has any questions about this matter, you can call the New York State Attorney 

General’s toll free number (800) 771-7755 and provide file number 1-1104469682.   

You are on notice. Be guided accordingly.  

 

Best, 

 

/s/Marc Fitapelli 
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1 APPEARANCES OF COUNSEL APPEARING REMOTELY

2

3 FOR CLAIMANT:

4          MDF LAW PLLC

5          BY:  MARC FITAPELLI, ESQ.

6               JEFFREY SAXON, ESQ.

7          28 Liberty Street, 30th Floor

8          New York, New York 10005

9          (212) 203-9300

10          marc@mdf-law.com

11          jeffrey@mdf-law.com

12 FOR RESPONDENTS:

13          NORTON LAW FIRM, PC

14          BY:  ESTHER CHANG, ESQ.

15               MATT OLHEISER, ESQ.

16          299 Third Street, Suite 200

17          Oakland, California 94607

18          (510) 992-4560

19          echang@nortonlaw.com

20          mohlhesier@nortonlaw.com

21

22 ALSO PRESENT

23          SAM MENDEZ, COINBASE IN-HOUSE COUNSEL

24          MIKE MUNGOVAN

25          ANDREW STOLTMANN
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1                       I N D E X

2 WITNESS      EXAMINATION            PAGE

3 CHINTAN TURAKHIA

4              By Mr. Fitapelli       6

5

6           QUESTIONS INSTRUCTED TO NOT ANSWER

7                       PAGE/LINE

8                        (NONE)

9

10                    E X H I B I T S

11 NO.          PAGE     DESCRIPTION

12 Exhibit 1    9        Screenshot of "Recents"

13                       (1 Page)

14 Exhibit 2    14       Screenshot of "Transactions"

15                       (1 Page)

16 Exhibit 3    25       Photo of Client Submitting

17                       ID to Coinbase

18                       (CB000011-0012)

19 Exhibit 8    51       CB000001, Row 4496

20                       (1 Page)

21 Exhibit 9    52       CB000001, Row 4499

22                       Column H

23                       (7 Pages)

24 Exhibit 10   15       Bitcoin Transaction Log

25                       (2 Pages)
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1              HERMOSA BEACH, CALIFORNIA;

2                 MONDAY, JULY 21, 2025;

3                     2:15 P.M.

4

5          THE REPORTER:  Good afternoon.  My name is

6 Susan Nelson.  I am a certified shorthand reporter,

7 CSR Number 3202.  Today's date is Monday, July 21,

8 2025, and the time is approximately 2:15 P.M.

9          This is the deposition of Chintan Turakhia

10 in the matter of Chung versus Coinbase, filed in the

11 American Arbitration Association, Case Number

12 01-24-0005-9402.  All parties are appearing remotely.

13          At this time, I will ask counsel to

14 introduce yourselves and whom you represent, starting

15 with the noticing attorney.

16          MR. FITAPELLI:  Hi.  This is Marc Fitapelli,

17 M-a-r-c, F-i-t-a-p-e-l-l-i.  I represent the claimant

18 Mr. Chung, and my law office is MDF Law.

19          THE REPORTER:  Esther?

20          MS. CHANG:  I was going to let Jeff Saxon go

21 first, he's the noticing -- part of the noticing

22 party.

23          MR. FITAPELLI:  Well, we don't need to do --

24 we have several attorneys on our side, so we could

25 just do an appearance just for me.  That's okay.
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1          THE REPORTER:  I will note everybody who's

2 on the zoom, Esther, so whether they announce it now

3 or not.  But please proceed, Esther.  Thank you.

4          MS. CHANG:  Esther Chang of the Norton law

5 Firm on behalf of Coinbase, Inc., and Toshi Holdings.

6          THE REPORTER:  All right.  Mr. Turakhia, if

7 you'll raise your right hand, please, I will swear

8 you in.

9

10                   CHINTAN TURAKHIA,

11           having been first duly sworn, was

12          examined and testified as follows:

13

14          THE REPORTER:  Thank you.  Please proceed.

15

16                      EXAMINATION

17

18 BY MR. FITAPELLI:

19      Q.  Thank you, sir.  My name's Marc Fitapelli.

20 I'm an attorney for a claimant who is suing Coinbase

21 in a matter.

22          Has anyone explained to you why you're here

23 at this deposition today?

24      A.  Yes.

25      Q.  Okay.  Do you work for Coinbase, sir?
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1      A.  Yes.

2      Q.  What do you for Coinbase?

3      A.  I am in an engineering function, and I lead

4 engineering for Coinbase quality.

5      Q.  Okay.  Can you just give me a brief

6 description of your job.

7      A.  My job is to build the technical strategy

8 implementation of the technical building blocks and

9 to build out the functionality of Coinbase Wallet and

10 drive the organization, the team, that is building

11 Coinbase Wallet.

12      Q.  Okay.  Were you involved in the -- in the

13 facts that led up to this event, or did you learn

14 about this event after it happened?

15          MS. CHANG:  Objection.  Vague and ambiguous.

16 Outside the scope.  And that, before we move on, I'd

17 like to note for the record that the arbitrator's

18 June 9th, 2025, order allowed a deposition on the

19 limit factual subjects of, one, the characteristics

20 of the wallet only as relevant to whether it fits

21 within the definition of "accounts" under EFTA, and,

22 two, the extent to which Respondents have any role in

23 crediting or debiting in transfers relating to

24 self-custodial wallets as relevant to whether the

25 transfers out of the wallet were electronic fund
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1 transfers as regulated by EFTA.

2          I'll allow Mr. Turakhia to answer the

3 questions, but I will note this is outside the scope

4 of the deposition that was ordered by the arbitrator.

5          THE WITNESS:  Are you able to repeat the

6 question, please.

7          MR. FITAPELLI:  Can you read it back,

8 please.

9          THE REPORTER:  One moment, please.

10          (Record read as follows:

11              "QUESTION:  Were you involved in

12          the -- in the facts that led up to

13          this event, or did you learn about

14          this event after it happened?")

15          MR. FITAPELLI:  Same objections.

16          THE WITNESS:  I learned about this event

17 after it happened.

18 BY MR. FITAPELLI:

19      Q.  Okay.  And what do you know about this

20 event?

21      A.  I understand that there is a user of

22 Coinbase Wallet that lost -- there's a user of

23 Coinbase Wallet and Coinbase custodial products.  The

24 user of the Coinbase custodial product, the Exchange

25 product, had some Bitcoin in their custodial exchange
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1 account, and then that user authorized a transaction

2 to send some amount of Bitcoin from their custodial

3 exchange account to an address that was given to

4 them, an address -- an address that was given to them

5 to a self-custody product.

6      Q.  Okay.  And do you know if that person used

7 remote access software?

8          Do you know what that is?

9          MS. CHANG:  Objection.  Outside --

10          THE WITNESS:  I know --

11          MS. CHANG:  -- the scope.

12 BY MR. FITAPELLI:

13      Q.  Do you know what remote access --

14      A.  I know --

15      Q.  -- software is?

16      A.  Yes, I know what remote access software is.

17      Q.  Okay.  In this particular case, the victim

18 was made to download remote access software, and the

19 parties agree to that point.  I'm going to ask you

20 questions about that later on.

21          Before I get to that, I'd like you to turn

22 to Exhibit 1.

23              (The document referred to was

24          marked as Exhibit 1.)

25          MS. CHANG:  Marc, are you going to provide
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1 the exhibits?

2          MR. FITAPELLI:  I did earlier today.

3          MS. CHANG:  Oh, you're expecting the witness

4 to access the exhibits on his computer --

5          MR. FITAPELLI:  I'm expecting the --

6          MS. CHANG:  -- outside of the --

7          MR. FITAPELLI:  -- party to provide them.

8 I've sent them to you.

9          MS. CHANG:  Okay.  I didn't realize -- okay.

10 So usually in these Zoom depositions, the attorney

11 has a method by which they display the exhibits on

12 screen, but if you would like Mr. Turakhia to access

13 them separately on his own computer, we can do that

14 as well.

15          MR. FITAPELLI:  Sure.  I emailed them to

16 you.  So -- I can't communicate with your client, so

17 normally I send things to attorneys to send to their

18 clients 'cause they're represented.  So these are

19 some --

20          MS. CHANG:  Yeah.  No, I understand.  I'm

21 asking whether you're going to be displaying the

22 documents on the Team's --

23          MR. FITAPELLI:  No, that's why I sent them

24 to you.  Can you please send them to him?

25          MS. CHANG:  He already has them in his
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1 possession.

2          MR. FITAPELLI:  Okay.  So I'd like you, sir,

3 to look at Exhibit 1, please.

4          MS. CHANG:  So the exhibits, you know, they

5 were in a pdf, and you had some native files.  It

6 might be helpful to --

7          MR. FITAPELLI:  Can you stop interrupting

8 me?  I'd like the witness to tell me if he could open

9 Exhibit 1.

10 BY MR. FITAPELLI:

11      Q.  Can you open Exhibit 1, sir?

12      A.  I see a doc that says "Exhibit 7-21-25

13 deposition.pdf."

14          Is that the correct doc?

15      Q.  Yes, sir.

16      A.  Great.  And then I see on the first page, it

17 says number 1.  Is that Exhibit 1?

18      Q.  Yes, that is Exhibit 1.

19      A.  And then when I scroll down, I see a screen

20 that looks like it's taken from a phone, a

21 screenshot.

22      Q.  Yeah, and all the exhibits are bookmarked,

23 too.  So to make it easier for you when I say,

24 "Exhibit 1," "Exhibit 2," if you look at the

25 bookmarks you can click on the bookmarks and it will
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1 be a quick link for you.

2          And when we get to the native files, I'm

3 going to ask you to look at an Excel spreadsheet when

4 we get to those.

5      A.  Okay.

6      Q.  That's going to be something different than

7 the pdf.

8      A.  Great.  I don't see any bookmarks, to be

9 clear.

10      Q.  Okay.  Well, it's -- there are bookmarks,

11 so, as we go through it, if you have of any

12 difficulty, just let me know.

13          So we're on Exhibit 1 which I want to mark

14 for introduction.  This is our client's cell phone

15 log, and I want to ask you a couple questions about

16 this.

17          Do you see it, sir?

18      A.  Yes, I do.

19      Q.  Okay.  Do you see at 3:17 p.m., there's a

20 call to an 888 number.  Do you see that?

21          MS. CHANG:  Objection.  Outside the scope.

22          I can object as to each question, or if

23 you'll agree that I have a standing objection to this

24 line of questioning.

25          MR. FITAPELLI:  Just says "scope" because
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1 you're interrupting me too much, and it's taking up

2 too much time, please.  Thank you.

3          MS. CHANG:  But will you -- well, do you

4 want me to object to each question?  Or do I have

5 agreement that I have a standing objection to this

6 line of questioning?

7          MR. FITAPELLI:  There is -- you can have a

8 standing objection.  That's fine.  I'd rather you

9 didn't object, 'cause it's quite disruptive.

10          MS. CHANG:  Okay.  So you agree that I have

11 a standing objection to this line --

12          MR. FITAPELLI:  This will now take --

13          MS. CHANG:  -- of questioning?

14 BY MR. FITAPELLI:

15      Q.  Okay.  Sir, so you see the phone call, the

16 888 number at 3:17 p.m.?

17      A.  Yes.

18      Q.  Okay.  That's a phone number that our client

19 dialed to a scammer.  That's when this scam started.

20          Do you see the 855 number at 5:34 p.m.?

21      A.  Yes.

22      Q.  That's a phone call that our client made to

23 Coinbase, and the scam effectively ended at that

24 time.  So what we're talking about is a window

25 between 3:17 p.m. and 5:34 p.m.
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1          MR. FITAPELLI:  And now I want you to look

2 at Exhibit 2.

3              (The document referred to was

4          marked as Exhibit 2.)

5 BY MR. FITAPELLI:

6      Q.  And Exhibit 2 is a screenshot of

7 transactions in our client's wallet.  And I want you

8 to tell me when you're there.

9      A.  Yup, I'm here.

10      Q.  Okay.  Now, can you see the first

11 transaction?  It says 4:33 p.m.  It says 8,936 BTC.

12          What does that mean?

13          MS. CHANG:  Objection.  Outside the scope.

14          THE WITNESS:  This -- whoever owns this

15 wallet, or whoever has it installed on their

16 computer, it shows that that wallet received

17 8.936 BTC at 4:33 p.m.

18 BY MR. FITAPELLI:

19      Q.  Okay.  And does it also show that it

20 received 1.782 BTC at 4:45 p.m.?

21      A.  Yes.

22      Q.  Okay.  And does it also show that it's

23 sending 10.718 BTC at 5:02 p.m.?

24      A.  Yes.

25      Q.  Okay.  Now, in your experience, is this a
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1 screenshot from Coinbase Wallet or from Coinbase, the

2 exchange?

3      A.  This screenshot is from Coinbase Wallet

4 extension.

5      Q.  Okay.  How does Coinbase Wallet display

6 these values?

7      A.  Can you be more specific?  The values

8 displayed are --

9      Q.  Sure.

10      A.  -- what we're seeing here.

11      Q.  Does Coinbase Wallet check these values

12 against the blockchain?  Does it have its own ledger

13 to reconcile these?

14          How does it know that the customer has X

15 Bitcoin in their account?

16      A.  The Coinbase Wallet extension will -- will

17 do its best to check against the blockchain, and,

18 using that information, it will -- that the

19 blockchain has for this address if the customer had

20 received 8.936 BTC, then that's what it will show.

21          MR. FITAPELLI:  Okay.  Now, I'd like you to

22 look at Exhibit 9 for me.  I'm sorry, not Exhibit 9.

23 Exhibit 10.  It's Bitcoin transaction log.

24              (The document referred to was

25          marked as Exhibit 10.)
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1          THE WITNESS:  Sorry, I'm just trying to get

2 there.  You said Exhibit 10?

3 BY MR. FITAPELLI:

4      Q.  Exhibit 10, yes, sir.

5      A.  Okay.  It says "Blockchain.com" at the top?

6      Q.  Right.  Can you explain to me what this is?

7      A.  This looks like a Bitcoin transaction taken

8 from a block explorer where there's an amount

9 specified in BTC.  There's a fee for moving or

10 basically mining that block.  There's a "From"

11 address and there's a "To" address.  And it shows

12 that the transaction was mined, which means it was

13 confirmed.

14      Q.  Okay.  And so this is the transaction, the

15 last transaction that I showed you from the client's

16 wallet at approximately 5:02 p.m.

17          Can you tell me what time this transaction

18 occurred?

19      A.  This is not the last transaction from the

20 client, but it is the transaction that we talked

21 about at 5:02 p.m. for Bitcoin.

22      Q.  Okay.  Can you show me where this shows that

23 this transaction occurred at 5:02 p.m.?  Or can you

24 read this document and show me where that appears?

25      A.  Sorry, I'm not following the question.  Do
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1 you want me to -- can you say what you want me to do?

2      Q.  Okay.  So, withdrawn.  I'll withdraw the

3 question.

4      A.  Okay.

5      Q.  What does it mean to broadcast a transaction

6 on the Bitcoin network?

7      A.  Are we still talking --

8          MS. CHANG:  Objection.  Outside the scope.

9          THE WITNESS:  -- about Exhibit -- are we

10 still talking about Exhibit 10?

11 BY MR. FITAPELLI:

12      Q.  Yeah, so it says broadcasted on January 26,

13 and there's a time at the top.  I just want you to

14 tell me what it means to broadcast a transaction.

15      A.  Yeah.  It means a wallet created a

16 transaction that was submitted to the Bitcoin

17 blockchain.

18      Q.  Okay.  And if you or I had computers that

19 were operated offline and were transacting Bitcoin to

20 each other, we would never be able to submit those

21 transactions.  Right?

22          MS. CHANG:  Objection.  Outside the scope.

23 Calls for speculation.  Incomplete hypothetical.

24          THE WITNESS:  Can you repeat the question?

25 BY MR. FITAPELLI:
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1      Q.  Okay.  If you and I were transacting Bitcoin

2 to each other and we didn't have the Internet, we had

3 no working Internet connection, we would not be able

4 to broadcast those transactions to the network.

5 Right?

6          They would never be recognized, and they

7 would never occur unless we had an Internet

8 connection.  Is that right?

9          MS. CHANG:  Same objections.

10          THE WITNESS:  I think it's -- it's hard to

11 answer that hypothetical.  There are -- in normal

12 operations, you would need an Internet connection or

13 a way to send the transaction to the Bitcoin miner

14 notes.  But there are other mechanisms that might be

15 possible to broadcast transactions.

16 BY MR. FITAPELLI:

17      Q.  Okay.  How do you transact Bitcoin without

18 the Internet?

19          MS. CHANG:  Objection.  Outside the scope.

20 Vague and ambiguous.

21          THE WITNESS:  You can run your own cluster

22 of Bitcoin notes and transact with them directly.

23 BY MR. FITAPELLI:

24      Q.  I see.  But if there's no Internet, how

25 would other people see or recognize the transaction?
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1          MS. CHANG:  Same objection.

2          THE WITNESS:  At some point, they would need

3 an Internet connection to fully broadcast to the

4 entire network.  But, again, we're talking about a

5 hypothetical that -- that may or may not be true.

6 BY MR. FITAPELLI:

7      Q.  That's fine.  No, I want to -- for this

8 particular transaction, what time was it broadcast to

9 the network?  Can you tell me, based on this sheet

10 that I have in front of you, based on this exhibit?

11      A.  The time stamp shows 26 January 2024,

12 08:01:48 GMT-5.

13      Q.  Okay.  And what is GMT-5?  Do you know?

14      A.  It's a time zone offset.

15      Q.  Is that Eastern Standard Time?

16      A.  I would need to look that up.  I don't have

17 the entire --

18      Q.  Okay.  Well, I can --

19      A.  -- GMT timetable in my head.

20      Q.  -- I can tell you that it is Eastern

21 Standard Time.  So that would make it, if you convert

22 it to Pacific Time, 5:01 p.m.  does that make sense?

23          And that would be consistent with what I

24 showed you before.  Does that make sense to you?

25      A.  What you're saying makes sense to me.
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1      Q.  Okay.  Nothing seems unusual about the

2 transaction -- right? -- from a timing perspective.

3          MS. CHANG:  Objection.  Vague and ambiguous.

4 Outside the scope.

5          MR. FITAPELLI:  Withdrawn.

6 BY MR. FITAPELLI:

7      Q.  When you look at Exhibit 2 -- let's go back

8 to it.

9      A.  Okay.  Hm-hm.

10      Q.  That transaction of 10.718 BTC at 5:02 p.m.,

11 the exhibit that I just showed you before, confirms

12 that that happened on the blockchain.

13          Is that correct?

14      A.  Sorry, I'm just looking.  The thing that

15 tells me that the transaction was confirmed is

16 Exhibit 10.

17      Q.  Okay.  And what time does it -- what time

18 can you glean from Exhibit 10?

19      A.  That the transaction was first broadcast on

20 the network 26 January 2024 at 08:01:48 GMT-5.

21      Q.  Okay.  And would there be a time period

22 before then when the customer would enter the

23 transaction in their Coinbase Wallet application,

24 meaning is there a lag between when a customer enters

25 a transaction and when a transaction is actually
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1 broadcast?

2          MS. CHANG:  Objection.  Outside the scope.

3          THE WITNESS:  Can you repeat the question,

4 please.

5 BY MR. FITAPELLI:

6      Q.  Sure.  When a customer hits "send" on a

7 Coinbase Wallet, is the transaction sent immediately,

8 or are there intermediate steps?

9          MS. CHANG:  Objection.  Outside the scope.

10 Vague and ambiguous.

11          THE WITNESS:  A transaction is usually

12 submitted within, you know, couple seconds.

13 BY MR. FITAPELLI:

14      Q.  Okay.  Does Coinbase engage in transaction

15 monitoring during those seconds?

16      A.  Coinbase Wallet does not.

17      Q.  Okay.  Would Coinbase Wallet prevent a

18 transaction from being debited or credited to a

19 customer's account now.  Is that right?

20      A.  No.

21      Q.  Okay.  So Coinbase Wallet would allow a

22 customer to send funds to someone who's on the OFAC

23 1ist.  Do you know what the OFAC --

24      A.  Coinbase Wallet -- Coinbase Wallet's a

25 self-custody product that we don't engage in
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1 transaction monitoring.

2      Q.  Okay.  Does Coinbase engage in account-level

3 monitoring for Coinbase Wallet?

4      A.  No, Coinbase Wallet doesn't have accounts.

5      Q.  Okay.  Does Coinbase use services called

6 "Sardine.ai" to engage in account monitoring?

7      A.  Coinbase Wallet does not use Sardine.ai.

8      Q.  Does Coinbase Wallet use Castle.ao to engage

9 in monitoring?

10      A.  Coinbase Wallet does not use Castle.io.

11      Q.  Does Coinbase have the technical ability to

12 freeze, delay, or prevent certain illegal transfers

13 made on Coinbase Wallet?

14      A.  Coinbase Wallet does not do transaction

15 monitoring.

16      Q.  Does Coinbase Wallet allow users to send

17 Bitcoin to individuals who are subject to sanctions

18 by the U.S. Treasury Department's Office of Foreign

19 Asset Control, or OFAC?

20      A.  Coinbase Wallet's a self-custody product,

21 and so we don't do transaction monitoring in those

22 scenarios.

23      Q.  So what that means is if I wanted to send

24 money to Vladimir Putin, for example, or anyone else

25 who's on a sanction list, I could send those funds in
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1 Bitcoin through Coinbase Wallet.

2          Is that what that means?

3          MS. CHANG:  Objection.  Mischaracterizes

4 testimony.

5          THE WITNESS:  That's not what I said.  I'm

6 saying, because Coinbase Wallet's a self-custody

7 product, the keys are in possession of the user.  And

8 the job of a wallet is to enable a user to generate

9 that private key, sign transactions, and then help

10 them view balances on the blockchain.

11 BY MR. FITAPELLI:

12      Q.  Okay.  Once a customer signs a transaction,

13 is it then submitted to Coinbase's servers?

14      A.  It's submitted to the blockchain.

15      Q.  Okay.  So it's -- it never reaches

16 Coinbase's servers?

17      A.  It's submitted directly to the blockchain.

18      Q.  Okay.  And it's your testimony that there

19 are no intermediate steps?

20      A.  Yeah, when a transaction's generated, we

21 submit the transaction from Coinbase Wallet to the --

22 to the blockchain.

23      Q.  Okay.  And now I want to talk a little bit

24 more specifically about what happened in this case.

25 So I'm going to give you the specific times of the
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1 wallet transfers in this instance, and I want you to

2 explain to me mechanically what happens in

3 Coinbase Wallet when transfers occur, and I want you

4 to specifically show me the difference between

5 Coinbase Wallet and Coinbase Exchange.

6          So I'm going to ask you some questions about

7 Coinbase Exchange just to distinguish the two

8 products.

9          In this case, there was a 72-hour freeze on

10 the customer's account.  Does such a freeze happen in

11 the Coinbase application Exchange or in the

12 Coinbase Wallet application, or is it something that

13 only happens in one?

14          So do 72-hour freezes happen in both types

15 of accounts or only in one type of account?

16          MS. CHANG:  Objection.  Assumes facts.

17 Outside the scope.

18          THE WITNESS:  So I think, as previously

19 stated, Coinbase Wallet doesn't do transaction

20 monitoring, nor do we have a concept of an account.

21          The Coinbase custodial exchange, the

22 Coinbase Exchange product, does have the ability to

23 do those types of monitoring.

24          MR. FITAPELLI:  Okay.  So I'd like you to

25 look at Exhibit 3, sir.
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1              (The document referred to was

2          marked as Exhibit 3.)

3 BY MR. FITAPELLI:

4      Q.  You see it's a photo of our client

5 submitting his driver's license to Coinbase.

6          Do you see it?

7      A.  I do see it.

8      Q.  Okay.  Now, this was done as part of a

9 72-hour freeze on the Coinba- -- on the client's

10 Coinbase Exchange account.  Can you tell me the time

11 that this was submitted?

12          Do you see at the top it says "Created," do

13 you see what time that is?

14      A.  I see the --

15          MS. CHANG:  Now, I'm going to object --

16 sorry, let me just lodge this objection.

17          Object to this line of questioning as

18 outside the scope, 'cause you're talking about

19 transactions that happened on the Coinbase retail

20 account.

21          Will you agree that I have a standing

22 objection to this line of questioning?  Otherwise,

23 I'm going to object to the question.

24          MR. FITAPELLI:  I did three times.  I did --

25 please, we did this already.  So please, please stop.
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1          MS. CHANG:  No, we're talking about distinct

2 lines of questioning, Marc, so I need --

3          MR. FITAPELLI:  You asked for a standing

4 objection to preserve your objection.  I recognize

5 that.  So you can please move on.  I did that as a

6 courtesy to you.  Please show me the same courtesy.

7          MS. CHANG:  Right.  No, but I need you to

8 agree to each line of questioning whether you will

9 agree, otherwise I'm just going to have to object to

10 each question.

11          So for this line of questioning --

12          MR. FITAPELLI:  You can just say object,

13 stipulation, that's fine.  You don't need to give a

14 speech.

15          MS. CHANG:  Okay.  Then I'll object to every

16 question.

17          MR. FITAPELLI:  That's fine.

18 BY MR. FITAPELLI:

19      Q.  So do you see what time that this is on this

20 document?

21      A.  Yes.

22      Q.  What time is on this document, sir?

23      A.  4:19 p.m. PST.

24      Q.  Okay.  And, as you testified before, this

25 type of verification doesn't happen with the
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1 Coinbase Wallet account.  Right?

2      A.  Coinbase Wallet does not have accounts.

3      Q.  But this type of account freeze/unfreeze

4 verification process that you're seeing in this

5 exhibit for delay transactions, that does not occur

6 for Coinbase Wallet.  Is that correct?

7      A.  That is correct.

8      Q.  So this freeze would only have pertained to

9 a Coinbase Exchange transaction.  Is that correct?

10          MS. CHANG:  Objection.

11          THE WITNESS:  That's --

12          MS. CHANG:  Outside the scope.

13 BY MR. FITAPELLI:

14      Q.  Sir, you have to answer after she objects so

15 we can get it on the record.

16      A.  Oh.  Yeah, no problem.  Can you repeat the

17 question, please.

18      Q.  Sure.  So what I'm getting at is, this only

19 occurs in Coinbase Exchange and not Coinbase Wallet,

20 and "it" meaning 72-hour freezes.

21      A.  Right.  Coinbase Exchange has ability to

22 monitor accounts and transactions for user safety and

23 can apply such holds when deemed necessary.

24      Q.  Okay.  So I'd like to go back to Exhibit 2.

25      A.  Okay.
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1      Q.  Okay.  Now, you see the Bitcoin being

2 received in the customer's account and that's after

3 4:19 p.m.  Is that right?

4      A.  Yeah.

5      Q.  Okay.  Now, would you say that the Bitcoin

6 posted in the customer's wallet account?

7      A.  What do you mean by that?

8      Q.  Meaning if the customer logged into their

9 wallet account separate and distinct from their

10 exchange, they would have seen 8.36 Bitcoin, and they

11 would have seen 1.783 Bitcoin in their wallet

12 application.  Is that right?

13      A.  So, one, Coinbase Wallet doesn't have a

14 login; two, Coinbase Wallet doesn't have an account

15 or the concept of one.  And then, to answer your

16 question, the 1.782 BTC and the 8.936 BTC should

17 reflect inside the user's Coinbase Wallet

18 application.

19      Q.  Okay.  So, at some point after 4:45 p.m. and

20 after 4:33 p.m., we can look at Coinbase Wallet

21 records and see confirmation that that Bitcoin was in

22 the customer's account at those two times at 4:33 or

23 at 4:45.

24          Is that fair to say?

25          MS. CHANG:  Objection.  Mischaracterizes --
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1          THE WITNESS:  No.

2          MS. CHANG:  -- testimony.  Assumes facts.

3 BY MR. FITAPELLI:

4      Q.  What does this mean --

5      A.  No.

6      Q.  -- 4:33 received?

7      A.  It means that there was a tran- -- there was

8 a mine transaction on the Bitcoin blockchain at

9 4:33 p.m. where this address received 8.936 BTC.

10      Q.  Okay.  And, as you're looking at this and as

11 you understand the facts of the case, that

12 transaction came from the client's exchange account.

13 Right?

14      A.  I don't have any evidence to verify that in

15 front me.

16      Q.  I'm telling you that that transaction came

17 from the client's exchange account, and the parties

18 agree that that transaction came from the customer's

19 exchange account.  No one is disputing that.  So --

20      A.  Okay.

21      Q.  -- what you're seeing here, does this

22 confirm that those funds were in -- were also in the

23 client's wallet account, or is this showing something

24 different?

25          MS. CHANG:  Objection.  Assumes facts.
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1          THE WITNESS:  There is no Coinbase Wallet

2 account.

3 BY MR. FITAPELLI:

4      Q.  Okay.  This screenshot was displayed by our

5 client.  So our client took a picture of this.  And,

6 whatever you want to call this -- we don't have to

7 call it an account if that makes you uncomfortable --

8 we can call it a wallet.

9          So was there 8.936 Bitcoin in this wallet

10 after 4:33 p.m.?

11      A.  There should be 8.936 Bitcoin --

12      Q.  Okay.

13      A.  -- that is associated to this user's Bitcoin

14 wallet address.  And the single place to undoubtedly

15 and unequivocally confirm that is by looking on the

16 blockchain itself.

17      Q.  Okay.  And so, based on this record -- and

18 I'm not asking you about the blockchain.  Based on

19 this record, it appears that sometime between 4:33

20 and 5:02 there were transactions made in the

21 customer's Coinbase Wallet account.

22          Is that what it appears from this?

23          MS. CHANG:  Objection.

24          THE WITNESS:  Yes.

25          MS. CHANG:  Assumes facts.
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1          THE WITNESS:  I'll answer again.

2          Between 4:33 and 5:02 p.m., this screenshot

3 shows some activity associated to the address that

4 belongs -- that is, like, loaded into this

5 Coinbase Wallet application.

6 BY MR. FITAPELLI:

7      Q.  Okay.  If you had to pinpoint the time when

8 the activity happened in the Coinbase Wallet account,

9 do you think that this is the half an hour where you

10 look to see -- to look to observe this activity?

11          MS. CHANG:  Objection.  Assumes facts.

12          Marc, I think it would be helpful if you

13 would stop referring to it as "the Coinbase Wallet

14 account," because that -- he has to clarify that it's

15 an account each time, and you'd also agreed that you

16 wouldn't refer to it as "account."

17          That's the question under EFTA -- right? --

18 whether this is an account, but you keep on assuming

19 that that's the case.

20          MR. FITAPELLI:  Please stop testifying.

21 Please, you have to stop testifying.

22          MS. CHANG:  No, no.  You -- you told the

23 wit- --

24          MR. FITAPELLI:  If you have an objection,

25 clearly state the objection.
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1          MS. CHANG:  No, excuse me, you told the

2 witness that you would stop referring to it as an

3 account, but you persist on baking that in, into your

4 questions.  If you're going to do that, he's going to

5 have to clarify that each time he responds.

6          MR. FITAPELLI:  I could do --

7          MS. CHANG:  He's already done that multiple

8 times.

9          MR. FITAPELLI:  Yeah.  I could ask the

10 witness whatever questions I want to.  I'm doing that

11 to move this along a little bit.  So, sir, let's move

12 this along.

13          And understand, Ms. Chang, you can't keep

14 making those objections and you can't keep

15 disrupting, you know, interrupting me.

16          MS. CHANG:  I have the right to make

17 objections, Counsel.

18          MR. FITAPELLI:  Are you done?

19          MS. CHANG:  Yes.

20          MR. FITAPELLI:  Can you read the question.

21          THE REPORTER:  One moment, please.

22          (Record read as follows:

23              "QUESTION:  If you had to

24          pinpoint the time when the activity

25          happened in the Coinbase Wallet
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1          account, do you think that this is

2          the half an hour where you look to

3          see -- to look to observe this

4          activity?")

5          MS. CHANG:  Objection.  Assumes facts.

6          THE WITNESS:  What is the activity we're

7 talking about here?

8 BY MR. FITAPELLI:

9      Q.  So we want to see the transfers out of the

10 Coinbase Wallet account.  And my question to you is,

11 is this half-an-hour period where we would see it, or

12 would we see it a half an hour before?  A half an

13 hour after?  Where would we see the transactions out

14 of the account?  Is it between 4:30 and 5:00?

15      A.  Are you specifically referring to when

16 10.17- -- 10.718 BTC is taken --

17      Q.  Yes.

18      A.  -- out of the wallet?

19      Q.  Hm-hm.

20      A.  Great.  So Coinbase Wallet doesn't have

21 account.  This screen, the time stamps between 4:33

22 and roughly around 5:02 p.m., I will look both before

23 and after.

24      Q.  Okay.  So we'll look before and after, then,

25 to determine that.

Page 33

Veritext Legal Solutions
Calendar-CA@veritext.com 866-299-5127

FILED: NEW YORK COUNTY CLERK 01/12/2026 11:06 PM INDEX NO. 650220/2026

NYSCEF DOC. NO. 12 RECEIVED NYSCEF: 01/12/2026



1          Okay.  You have several native files.  I

2 want you to look at the -- the first one is CB00001,

3 and I want you to just to open it and tell me what

4 that file is.

5      A.  Got it.

6      Q.  Okay.  What is this file?

7      A.  Sorry, it's still opening.

8          Okay.  This looks like a file that contains

9 information about a Coinbase Exchange customer.

10      Q.  Okay.  Have you ever seen this type of file

11 before?

12      A.  No, not in my day-to-day working.

13      Q.  Okay.  This file was given to us by Coinbase

14 to try to understand the facts and circumstances of

15 this case.

16          Can you use this file to understand the

17 facts and circumstances of this case?

18          MS. CHANG:  Objection.  Outside the scope.

19          THE WITNESS:  I think there -- if there are

20 specific questions, we can discuss.

21 BY MR. FITAPELLI:

22      Q.  Okay.  Can you look at row 4413.

23      A.  4413.  I'm scrolling there.

24          Okay.  I'm on 4413.

25      Q.  Can you see it says "delayed withdrawal
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1 undelayed"?

2      A.  I see those words.

3      Q.  Okay.  What does that mean?

4          MS. CHANG:  Objection.  Outside the scope.

5          THE WITNESS:  To the best of my knowledge,

6 this -- reading the words themselves, this looks like

7 a delayed withdrawal was -- like the delay was

8 removed or undelayed.

9 BY MR. FITAPELLI:

10      Q.  Okay.  And could you see what time that

11 occurred?  It's in column A and B.

12      A.  Column A shows 2024-01-26 16:31:51 minus

13 0800.

14      Q.  Okay.  And is that 4:31 in the afternoon?

15      A.  I'd have to do the conversions, but should

16 be.

17      Q.  Okay.  What's 16 minus 12?

18      A.  Four.

19      Q.  Okay.  So that's how I do conversions.  So

20 can you -- is that correct?  Is it 4:31 in the

21 afternoon?

22      A.  Yes.

23      Q.  Okay.  So that event happened at 4:31 in the

24 afternoon.  And do you remember I showed you another

25 document that showed that the customer had 8.369
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1 Bitcoin at approximately 4:33?  Do you remember

2 seeing that document?  That was Exhibit 2.

3          If not, we can go back to it.  I just want

4 to remember if you remembered the time specifically

5 at 4:33 p.m.

6          Do you remember the time in that document?

7      A.  I remember reading the document that shows

8 4:33 p.m.

9      Q.  Okay.  So now I'd like you to go down a

10 little bit further in this document, and I'd like you

11 to go to 4466.

12          MS. CHANG:  I'm going to object to all these

13 questions relating to the compliance report because

14 this relates to the Exchange product.  So the

15 deposition is supposed to be about Coinbase Wallet.

16          MR. FITAPELLI:  I agree.  And, based on the

17 time, this is Coinbase Wallet, because we're trying

18 to narrow down the scope of the time to figure out

19 when the transactions occurred, and these occurred

20 after the Exchange transactions.  That's what I've

21 already established.

22          MS. CHANG:  I don't think you've established

23 that.  These are Coinbase Exchange.  You're asking

24 questions about the transfer from Coinbase Exchange

25 to Coinbase Wallet.  We're supposed to be talking

Page 36

Veritext Legal Solutions
Calendar-CA@veritext.com 866-299-5127

FILED: NEW YORK COUNTY CLERK 01/12/2026 11:06 PM INDEX NO. 650220/2026

NYSCEF DOC. NO. 12 RECEIVED NYSCEF: 01/12/2026



1 about the transactions from Coinbase Wallet out.

2          So most of your questioning thus far has

3 been about the first set of transactions from

4 Coinbase Exchange to Coinbase Wallet.  I think the

5 arbitrator already ruled that those were authorized.

6 BY MR. FITAPELLI:

7      Q.  Sir, do you see the line 4466?

8      A.  Yes.

9      Q.  Okay.  What time does that line say?

10      A.  2024-01-26 16:42:19 minus 0800.

11      Q.  Okay.  And, sir, when I say the time, I'm

12 not asking you the date, but the time -- just the

13 time, so.  And is that time 4:42 p.m. when you

14 convert it to -- away from military hours?

15      A.  Yes.

16      Q.  Okay.  And now I want you to go across that

17 line and I want you to look at column I.

18      A.  Column I.  Okay.

19      Q.  And do you see this appears to be -- what

20 does this appear to be to you in column I?  What is

21 this showing?

22          MS. CHANG:  Objection.  Outside the scope.

23          THE WITNESS:  Column I is blank.

24 BY MR. FITAPELLI:

25      Q.  I'm sorry.  It's in column -- you should
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1 have data in column I.  As you're going across A,

2 it's the metadata that starts with "type."

3          Do you see that?

4      A.  Column I is blank.

5      Q.  I'm sorry.  Column H.

6      A.  Okay.  What would you like me to look for?

7      Q.  So explain to me the values in column H,

8 what do those mean?

9          MS. CHANG:  Objection.  Outside the scope.

10          THE WITNESS:  So these logs or this data is

11 from the Coinbase Exchange, the custodial exchange,

12 which is a different application.

13 BY MR. FITAPELLI:

14      Q.  Okay.  Okay.  So this is showing money being

15 sent from the exchange.  So when does this transfer

16 end?

17          Does this transfer end at line 4472?

18          MS. CHANG:  Objection.  Outside the scope.

19          THE WITNESS:  There -- on line 4472, there's

20 the word that says -- words on column B that say

21 "transfer completed."  Have to go look in a bit more

22 detail to see what that means.

23 BY MR. FITAPELLI:

24      Q.  Okay.  And does that "transfer complete," is

25 that at 4:42 p.m.?
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1      A.  Yes.

2      Q.  Okay.  And if you go --

3      A.  That's a time stamp that's shown in

4 column A.

5      Q.  Yes, the time stamp is 4:42.  Correct?

6      A.  Correct.

7      Q.  And if you go to column H, it shows that the

8 order was for 1.782 BTC.  Is that right?

9      A.  Which row are you referring to?

10      Q.  Column H.

11      A.  That's not a row.

12      Q.  I said column H.

13      A.  Right.

14      Q.  Column H of row 4472, sir.

15      A.  Thank you.  So I see BTC equals 1,782 dot,

16 dot, dot.

17      Q.  Okay.  So is it fair to say that this shows

18 the transaction being completed in the customer's

19 Coinbase Exchange account?  So, meaning this shows

20 4466 the transaction starting and 4472 the

21 transaction ending.

22      A.  I'm reading the whole line.

23          Yeah, 4:42 and 19 seconds, the transfer for

24 1 BTC -- 1.78 BTC started.  And at 4:42 and 22

25 seconds, the transfer for 1.78 BTC was completed.
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1 That's what the -- this exhibit is showing.

2      Q.  Okay.  So now I want you to go back to

3 Exhibit 2.  And keep Excel easily accessible to you

4 'cause I'm going to ask you other questions about it.

5      A.  Okay.

6      Q.  Do you see where it says at 4:45 p.m.

7 receive 1.782 BTC?

8      A.  At 4:40- -- sorry, what was the time stamp

9 again?

10      Q.  4:45 p.m.

11      A.  Uh-huh.  1.782 BTC, correct.

12      Q.  Okay.  That's the -- and can you confirm

13 with me that that's the raw data that we just

14 reviewed that show that the transaction ended at

15 4:42 p.m., that that's the same series of

16 transactions?

17          Can you confirm that for me?

18      A.  It's going to take me a second.  I'll have

19 to look at the addresses.

20      Q.  Okay.

21      A.  So the only common identifier that's

22 available in these exhibits -- so looking at

23 Exhibit 2, I see 1.782 BTC.  And then looking at the

24 other exhibit, the spreadsheet of CB000001, row 4472

25 and 4466, the only common identifier is the
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1 1.782 BTC, the amount.

2      Q.  Okay.  Based on this, could you determine

3 what -- or based on the Excel spreadsheet, can you

4 determine what time the funds were sent or received

5 in the customer's Coinbase Wallet application?

6      A.  No, I cannot tell you that from this

7 spreadsheet.

8      Q.  Okay.  How could we learn that information?

9      A.  You can look at the blockchain for when the

10 transaction was completed or confirmed, and then you

11 can look on Exhibit 2, which shows a set of

12 transactions for that wallet address.  But the key

13 thing is the wallet address is what we need to link

14 together.

15      Q.  Okay.  To me, line 4472 shows that funds

16 were being deposited into the customer's

17 Coinbase Exchange account -- rather, from the

18 customer's Coinbase Exchange account to the

19 customer's Coinbase Wallet account at 4:42 p.m.

20          Why am I reading this wrong?

21          MS. CHANG:  Objection.  Assumes facts.

22 Vague and ambiguous.  Calls for speculation.

23          THE WITNESS:  I'm looking at the spreadsheet

24 to answer your question.

25          I'm looking for the column headers also.
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1          Yeah, so what this spreadsheet shows, to the

2 best of my knowledge -- because, again, this is part

3 of the Coinbase Exchange custodial application, not

4 Coinbase Wallet.  So, to the best of my knowledge, it

5 shows that there's a transfer started at 4:42,

6 19 seconds, a transfer completed at 4:42, 22 seconds.

7 The only common denominator between this spreadsheet

8 and Exhibit 2 is the amount.

9 BY MR. FITAPELLI:

10      Q.  Okay.

11      A.  There's -- yeah, usually when we're looking

12 at, like, blockchain information, we're looking at

13 also the "To" and "From" addresses to definitively

14 know.

15      Q.  Okay.  Well, let's look at 4491 now.

16      A.  4491.  Okay.

17      Q.  Okay.  To me, that looks like the client's

18 initiating another transfer of the same amount, 1.782

19 Bitcoin, but now from their wallet account.

20          Tell me why I'm reading this wrong.

21      A.  You said 4491.  Right?

22      Q.  Correct, 4491.

23      A.  Okay.

24      Q.  That row to me shows a transfer out of the

25 customer's Coinbase Wallet account.  Tell me why I'm
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1 reading that wrong.

2          MS. CHANG:  Objection.  Outside the scope.

3 Calls for speculation.  Vague and ambiguous.

4          THE WITNESS:  So -- all right.  Sorry.

5 Please repeat the question for me so I can answer.

6 BY MR. FITAPELLI:

7      Q.  So when I look at row 4491, to me, when I go

8 across that row, it shows that the same amount of

9 Bitcoin is being transferred out of the customer's

10 wallet account.  So when I look at the transaction

11 from 4466 to 4472, my conclusion is that's the

12 exchange transaction, but when I look at 4491, since

13 that's the same exact amount and a couple of minutes

14 later, it leads me to the conclusion that that's the

15 wallet transaction.

16          I'm asking you if you know if row 4491 is

17 the wallet transaction or not?

18      A.  It is not.

19      Q.  Okay.  What is that?

20      A.  4491 shows --

21          MS. CHANG:  Objection.  Outside the scope.

22          THE WITNESS:  Okay.  Line 4491 in this

23 exhibit shows the user is sending money from the

24 Coinbase custodial exchange to a Bitcoin address.

25 That Bitcoin address is shown in row -- or, sorry,
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1 column H of 4491.  So this is moving 1.782 worth of

2 Bitcoin, which is also a different amount than what

3 we see in 4466 and 4472.

4          So 4491 shows that the user authorized to

5 send to move 1.78213796 Bitcoin under custodial --

6 their Coinbase custodial account to the Bitcoin

7 address listed and shown on row 4491, column H.  It

8 starts in "bc1q" and ends in "89z00."

9 BY MR. FITAPELLI:

10      Q.  Okay.  And what does "api" mean when you see

11 "api" there?

12      A.  Where should I look for the word -- letters

13 "api"?

14      Q.  It appears -- in mine, it appears in

15 column H.  In yours, it might appear in column J.

16          Do you see there's -- as you go through the

17 sheet, it's "api."

18      A.  Yeah, I see.

19      Q.  Yeah.

20      A.  Yeah, I see "api."

21          I did not design the technology that creates

22 these logs.  So I would be speculating exactly what

23 "api" means.

24      Q.  Okay.  Would we expect to see a separate

25 series of data to show transactions going out of
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1 Coinbase Wallet accounts, or is this the extent of

2 the data we would see for a case like this?

3      A.  Can you be more specific with your question,

4 please.

5      Q.  Sure.  So I'm trying to understand the exact

6 time the customer entered the Coinbase -- the -- or

7 whoever entered the instructions to send money from

8 the Coinbase Wallet application.

9          Can you help me with this document or with

10 any other documents that are in front of you to tell

11 me the time the customer said "send," or the time the

12 bad actor said "send"?  When did that happen?

13      A.  Okay.  So this spreadsheet that we're

14 looking at only shows information for the Coinbase

15 custodial exchange.  It's a different application,

16 different account.  The Coinbase Wallet application

17 is separate.  There is no account.

18          You will not see information in this

19 spreadsheet of the user initiating a send from the

20 Coinbase Wallet application, because this spreadsheet

21 only contains information about the Coinbase

22 custodial account.

23      Q.  I see.  Can you go back to 4491 and look at

24 column H, sir.

25      A.  Yes, I'm there.
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1      Q.  Okay.  And do you see that Bitcoin wallet

2 address?  It's "btc1q," continues.  Do you see that?

3      A.  It says "bc1q."

4      Q.  Right.  You're saying that --

5      A.  Not "btc."

6      Q.  -- an external -- that's an external wallet

7 address?  Or is that an internal wallet address?

8      A.  That --

9      Q.  How would you know the difference?

10      A.  That is -- that -- that text character

11 string that you see there has the same format as a

12 Bitcoin wallet address that someone should be able to

13 look up on the blockchain.

14      Q.  Okay.  Okay.  Now, as you reviewed this

15 document, sir, do you think that the customer may not

16 have sent -- or that there may not have been an

17 incident involving Coinbase Wallet?

18          Does it appear that this incident may have

19 only involved Coinbase Exchange?

20          And I ask that because it appears that the

21 last transaction at 4:40, as you testified, looks

22 like it's coming from the exchange and going to an

23 external wallet.  I'm just trying to understand the

24 facts of what happened here, sir.

25          Do you -- are you understanding the facts
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1 the same way that I'm understanding the facts?

2          MS. CHANG:  Objection.  Outside the scope.

3 Vague and ambiguous.  Calls for speculation.

4          THE WITNESS:  There is no testimony I gave

5 that indicated the customer here sent money at

6 4:40 p.m.

7 BY MR. FITAPELLI:

8      Q.  There was testimony that the customer

9 received money at 4:40 p.m. in the wallet though --

10 correct? -- and at 4:30.  Remember when we were

11 discussing Exhibit 2?

12      A.  The time stamps that I see in Exhibit 2 are

13 4:33 p.m. and --

14      Q.  Correct.

15      A.  -- 4:45 p.m.

16      Q.  Correct.  And now were those transfers made

17 into the customer's wallet?  Did those funds hit the

18 customer's wallet?

19      A.  Exhibit 2 shows 1.782 BTC was received at

20 4:45 p.m. to that customer's Coinbase Wallet

21 address -- sorry -- Coinbase Wallet application --

22      Q.  Okay.

23      A.  -- which has an address and same for

24 4:43 p.m.

25      Q.  Okay.  And at some point after 4:33 -- or
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1 after 4:45 p.m., the funds were sent out of the

2 Coinbase Wallet.  Is that what it appears from that

3 exhibit?

4      A.  Exhibit 2 shows 10.718 BTC was sent by the

5 owner of this wallet address at 5:02 p.m.

6      Q.  And that occurred at precisely 5:02 p.m.  Is

7 that your testimony?

8      A.  There may be rounding, but the transaction

9 history shows 5:02 p.m.  So whoever had access to

10 this wallet's private key initiated a transaction to

11 send 10.718 BTC at 5:02 p.m. using the -- yeah,

12 that's it.

13      Q.  I see.  Okay.  And remember when we

14 discussed in the beginning the 72-hour freeze that

15 applies for Coinbase accounts, your testimony was

16 that that only applies for Coinbase Exchange

17 products.  Is that right?

18      A.  The Coinbase custodial products like

19 Coinbase Exchange has the ability to monitor accounts

20 and apply and hold -- apply a hold, and

21 Coinbase Wallet does not.

22      Q.  Okay.  So there's never a situation where

23 Coinbase Wallet can apply a freeze or a hold?

24      A.  Correct.

25      Q.  Okay.  So I'd like you to look and we're
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1 still on this spreadsheet 4491, and I'd like you to

2 look at the line or the column -- in column C where

3 it says "ato score," and you're looking across row

4 4496.  And it's an event that happened at 4:43 p.m.

5          Do you see that?

6      A.  Yes.

7          MS. CHANG:  Objection.  Outside the scope.

8 BY MR. FITAPELLI:

9      Q.  Okay.  Can you confirm with me, sir, that

10 that happened at 4:43 p.m.  Correct?

11      A.  Confirm what, please?

12      Q.  That that ato score event occurred at that

13 time?

14      A.  There's an "ato score" present in the

15 spreadsheet on row 4496.  Time stamp is 4:43 and 39

16 seconds.

17      Q.  What is an ato score?

18      A.  Ato means -- it's a score identified by a

19 part of our products deck that tries to assess --

20 what I'm reading from here, tries to assess some type

21 of risk for a transaction.

22      Q.  Okay.  And ato scores are only calculated

23 for Coinbase Exchange products?

24      A.  Coinbase Wallet does not calculate ato

25 scores.
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1      Q.  Okay.  And you see lines 44- --

2      A.  It's --

3      Q.  Go ahead, sir, what were you going to say?

4      A.  No, no, no.  I just -- I had something in my

5 throat.

6      Q.  You see 4499?  Do you see that line?

7      A.  4499.  Yes, I see 4499.

8      Q.  It says "risk sardines."  Do you know what

9 that means?

10          MS. CHANG:  Objection.  Outside the scope.

11          THE WITNESS:  Again, I -- I did not design

12 how these logs were generated.  This is for the

13 Coinbase custodial exchange.  My best -- my best

14 effort answer and guess is this is some risk event

15 from Sardine which is a tool that the -- or a tool of

16 our product that the company uses, specifically the

17 Coinbase custodial exchange.

18 BY MR. FITAPELLI:

19      Q.  Okay.  Can you explain what Sardine is?

20          MS. CHANG:  Objection.  Outside the scope.

21          THE WITNESS:  I don't work with Sardine on a

22 day-to-day basis.  I can infer from these logs, but

23 that's it.

24 BY MR. FITAPELLI:

25      Q.  Okay.  So that type of monitoring, that
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1 doesn't apply to Coinbase Wallet?

2      A.  Correct.  Coinbase Wallet does not use

3 Sardine.

4          MR. FITAPELLI:  Okay.  I'd like you to look

5 at Exhibit -- it's one of the -- one of those

6 bookmarks.  I can --

7          Exhibit 8, and this is going to be cell 4496

8 that's blown up.

9          THE WITNESS:  Exhibit 8?

10          MR. FITAPELLI:  Yes, sir.

11              (The document referred to was

12          marked as Exhibit 8.)

13          THE WITNESS:  Exhibit 8.  Okay, yup.

14 BY MR. FITAPELLI:

15      Q.  Okay.  And do you see "ato" highlighted in

16 Exhibit 8?

17          MS. CHANG:  Just for the record, I'd like to

18 note that this is column H of row 4496 of Exhibit 1.

19          THE WITNESS:  Got it.  On the Exhibit 8 I'm

20 looking at, I don't see anything highlighted.

21 BY MR. FITAPELLI:

22      Q.  Oh, just bear with me.

23          Oh, sorry.  Do you see the -- one, two,

24 three -- fourth line down, it says "ato score," and

25 then it has a score of 0.99 and continues?
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1      A.  We're looking at Exhibit 8 still.  Right?

2      Q.  Yes, hm-hm.

3      A.  Okay.  One, two, three, four, "ato score,"

4 yeah 0.99803025, yeah.

5      Q.  Do you know what that means?

6      A.  I don't know what that score means.

7      Q.  Okay.  Do you know if it's an --

8      A.  Like, I don't know how to interpret that

9 score.

10      Q.  Okay.  So that could be one to a hundred, or

11 it could be one to a thousand.  We have no idea what

12 0.99 means.  Right?

13      A.  Correct, I do not know.

14      Q.  Okay.

15          MR. FITAPELLI:  Now I'd like you to look at

16 Exhibit 9.

17              (The document referred to was

18          marked as Exhibit 9.)

19          THE WITNESS:  Exhibit 9.  Okay.

20 BY MR. FITAPELLI:

21      Q.  Okay.  And this is row 4499 and it's

22 column H.  And here --

23      A.  4499, column H.  44- -- okay, got it.

24      Q.  This is just all the data that's in there so

25 you can see it in one place.  And here it should have
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1 "RemoteSoftwareLevel."  Do you see that highlighted

2 for you?

3      A.  I do.

4      Q.  What does that mean?

5          MS. CHANG:  Objection.  Outside the scope.

6          THE WITNESS:  I did not design these event

7 logs, so I could not tell you.

8 BY MR. FITAPELLI:

9      Q.  Okay.  Do you know if Coinbase monitors to

10 see if remote software is used on customer accounts?

11          MS. CHANG:  Objection.  Outside the scope.

12          THE WITNESS:  I do not definitively know.

13 BY MR. FITAPELLI:

14      Q.  Okay.  Okay.  I want to just go back to talk

15 a little bit more about what a Coinbase account is

16 and how transactions are broadcast on the network

17 before we continue.

18          Is it a fair analogy for me to make to

19 compare Coinbase Wallet to Amazon?  And the analogy

20 is thus:  I have an Amazon account and my credit card

21 and bank information is saved on Amazon.  I'm logging

22 into the account and they're facilitating the

23 transactions with my saved information.

24          Does Coinbase Wallet operate in a similar

25 fashion?
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1          MS. CHANG:  Objection.  Vague and --

2          THE WITNESS:  Absolutely not.

3          MS. CHANG:  Oh, I'm sorry, let me just get

4 my --

5          THE WITNESS:  Sorry.

6          MS. CHANG:  -- objections.

7          Objection.  Vague and ambiguous.  Calls for

8 speculation.  Assumes facts.

9          THE WITNESS:  Coinbase Wallet does not

10 operate that way.

11 BY MR. FITAPELLI:

12      Q.  Why not?

13          MS. CHANG:  Same objections.

14          THE WITNESS:  Coinbase Wallet does not

15 enable people to buy goods like toothpaste and

16 toothbrush like Amazon does.  Two, Coinbase Wallet

17 does not store credit card information or bank

18 account information.  And, three, Coinbase Wallet

19 does not -- when a user tries to do a transaction

20 using Coinbase Wallet application, the

21 Coinbase Wallet -- oh, I'm hearing some echo.  Okay.

22 Then the Coinbase Wallet provides three pieces of

23 functionality, generation of private key that is only

24 controlled and owned by the user.  Coinbase does not

25 touch it.  Two, the software helps sign transactions,
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1 and, three, it allows users to view a balance on the

2 blockchain.

3 BY MR. FITAPELLI:

4      Q.  Okay.  I'm going to play a recording.  This

5 recording is from three years ago, and it's a

6 recording of you that Coinbase published on the

7 Internet and it's on YouTube.  And, in this

8 recording, you're comparing Coinbase Wallet to

9 Amazon.  And I want to play it for you, and I want

10 you to explain to me why your answers are different

11 today.

12          (Audio played as follows:

13              "Through my wallet -- and it's

14          kind of cool -- I can just click a

15          button and then a message pops up,

16          and it says, 'Hey, are you -- are

17          you the owner?'  And, you know, 'Do

18          you sign this?'  But you know what?

19          Like, what is preventing from

20          someone else from -- from taking

21          over this wallet?  Well, it's how I

22          manage my own private keys.  Right?

23          And that's really like the

24          spectrum.  When we talk about

25          self-custody, you are the one
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1          responsible.  So maybe an analogy

2          there is, like, if you went into

3          Amazon -- right? -- and you want to

4          purchase something, you would sign

5          in with your email address and

6          password.  We talked about.  But

7          when you click 'buy,' sometimes you

8          have to enter your credit card

9          verification code, like that CCV,

10          the three- or four-digit code.

11          Similarly with wallets, like, you

12          have the private key, you connect

13          to the DApp, and when you want to

14          actually transact, like buying NFT

15          and exchange assets, you need to

16          sign the transaction, and the way

17          it's done is through the wallet.

18          So the wallet abstracts a lot of

19          that complexity.")

20 BY MR. FITAPELLI:

21      Q.  Okay.  That was a recording of you from

22 three years ago.  Can you explain to me why your

23 answer is different today, or why it might be the

24 same today?

25      A.  My answer -- so, in that recording -- sorry.
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1          Coinbase Wallet is a self-custody wallet.

2 The user is in control of their private key.  So when

3 a user wants to initiate a transaction, the user uses

4 the Coinbase Wallet software application.  They are

5 then prompted to sign a transaction, and they have to

6 either put in a pin or a biometric, because they are

7 only and solely in control of the key that is

8 responsible for transactions.  That's what makes it

9 self-custody.

10          The example in that recording with Amazon,

11 one, Coinbase Wallet has no concept of login.  There

12 is no email, there is no name, there is no PII.

13 Amazon has and requires you to have an email, provide

14 your name, provide your address, and possibly some

15 other information so you can establish an account.

16 Coinbase Wallet has no concept of an account.

17          Two, Amazon stores that information on their

18 servers, including your name, phone number, address,

19 email, and, if you input it, your banking information

20 or credit card information.  Coinbase Wallet does not

21 collect any of that information, like I've already

22 said, and we don't -- and therefore we can't store it

23 anyways.  We don't have the information.

24          Three, the specific part where, in the

25 recording, I talk about entering the credit card
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1 verification digits, like the three-digit code or the

2 four-digit code is specific to a credit card.  That

3 is a form of, like, a two-factor.  Right?  That is a

4 standard procedure that e-commerce sites have where,

5 because they have stored your credit card

6 information, they're asking the user to do one

7 additional step by providing that three- or

8 four-digit credit card verification thing that is on

9 the card itself.

10          That is a proactive and an active measure an

11 Amazon customer takes to go ahead and purchase goods.

12 These are things where the user is able to then pop

13 in that code and then purchase the good and then

14 Amazon will go ahead and conduct that transaction on

15 behalf of the user.  Amazon is involved because

16 they've stored that information and they store the

17 banking rails.

18          In Coinbase Wallet, the user owns the

19 private key and holds it.  They biometrically

20 authorize or, via pin code, authorize the

21 transaction, and then the Coinbase Wallet software

22 application submits the transaction on the -- to the

23 blockchain.

24      Q.  Okay.  And, to review, there's no

25 transaction monitoring when that occurs.  Right?
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1      A.  Correct.

2      Q.  So if I wanted to, I could have a

3 Coinbase Exchange account and have a Coinbase Wallet

4 account and do nefarious things through the

5 Coinbase Wallet account, meaning I could launder

6 money, I could send it to drug traffickers, or to

7 people on the Treasury list.  I could do those

8 things, based on what you're describing.

9          Is that right?

10          MS. CHANG:  Objection.  Assumes facts.

11 Mischaracterizes testimony.  Argumentative.

12          THE WITNESS:  Like I said before,

13 Coinbase Wallet does not do transaction monitoring,

14 and I cannot possibly know all the things users are

15 doing.

16 BY MR. FITAPELLI:

17      Q.  Okay.  Banking customers are prohibited from

18 sending funds to certain people.  Terrorists or an

19 example of people that banking customers can't send

20 funds to.

21          Does Coinbase Wallet have the same

22 capability to stop funds from going to terrorists?

23          MS. CHANG:  Objection.  Vague and ambiguous.

24          THE WITNESS:  And this wallet is not a

25 banking account.
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1 BY MR. FITAPELLI:

2      Q.  Understood.

3      A.  Therefore, we don't have the same

4 capabilities.

5      Q.  So customers can send money to terrorists

6 through Coinbase Wallet.  Is that fair to say?

7          MS. CHANG:  Objection.

8 BY MR. FITAPELLI:

9      Q.  They can send money to anyone.  They could

10 send money to anyone, including terrorists.  Correct?

11      A.  Coinbase Wallet again is not a banking

12 product, nor is it a banking account, and it is

13 designed where people can send money to other users

14 that have blockchain addresses.

15      Q.  Do you know what Elliptic is, sir?

16      A.  Sorry, would you say that again, please.

17      Q.  The -- the service Elliptic, do you know

18 what that is?

19      A.  No.

20      Q.  They do wallet screening.  Do you know what

21 wallet screening is or wallet monitoring?

22      A.  Can you describe that in more detail?

23 There's -- there can be many definitions.

24      Q.  Sure.  Elliptic is a company that maintains

25 a blacklist of certain Bitcoin wallets.  Do you know
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1 if Coinbase utilizes lists like those?

2          MS. CHANG:  Object- -- I'll withdraw my

3 objection.

4          THE WITNESS:  I haven't heard of Elliptic,

5 so I don't know.

6 BY MR. FITAPELLI:

7      Q.  But does Coinbase ever run wallet

8 transactions through a list to determine if a

9 customer is sending funds to anyone who they

10 shouldn't be?

11      A.  The Coinbase custodial exchange products do

12 account -- sorry -- transaction monitoring.

13      Q.  For just a wallet account.  So what I'm

14 getting at is, can you confirm for me that

15 Coinbase Wallet will allow a customer to send money

16 to anyone with a wallet, including a terrorist?

17      A.  Coinbase Wallet's a self-custody product.

18 So the person -- when a transaction is submitted to

19 the blockchain and sent to another address, that is

20 authorized by the holder of the private key, which is

21 not Coinbase.

22      Q.  Okay.  We're just -- this deposition is to

23 get to the heart of the difference between bank

24 transactions and -- and transactions on -- involving

25 Coinbase Wallet.
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1          What I explained to you is for banking

2 transactions, you can't send money to a terrorist or

3 someone who is on the U.S. Treasury list.  Is that

4 the same or different for Coinbase Wallet?

5          MS. CHANG:  Objection to the

6 characterization of what this deposition is supposed

7 to be about.  I would refer, for the record, the

8 parties to the June 9, 2025, order.  I don't think

9 there was anything about banking products in that

10 order, so I object to that characterization and

11 object to the fact -- to the extent that you're

12 asking about banking products, object as outside the

13 scope.

14          MR. FITAPELLI:  Please say "standing

15 objection."

16          MS. CHANG:  You refused to give me a

17 standing objection to lines of questioning, so you

18 told me to object to each question.  So I don't have

19 a standing objection.

20          MR. FITAPELLI:  You can say "standing

21 objection," that's fine, and I recognize that that's

22 our stipulation.

23 BY MR. FITAPELLI:

24      Q.  Sir, do you need me to ask the question

25 again?
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1      A.  Yes, please.

2      Q.  Okay.

3          MR. FITAPELLI:  Can -- Court Reporter, can

4 you just read that back.

5          THE REPORTER:  One moment.  Let me get back

6 to it.  One moment.

7          (Record read.)

8          MR. FITAPELLI:  I'll withdraw the question.

9          THE WITNESS:  Okay.

10 BY MR. FITAPELLI:

11      Q.  So for banking transactions, banks prevent

12 customers from sending certain transactions.  An

13 example is if they're on the U.S. Treasury list.

14          Is Coinbase Wallet the same or different

15 than banks in that regard?

16      A.  Coinbase Wallet's not a banking product.

17      Q.  Okay.  So is Coinbase Wallet the same or

18 different in that regard, meaning banks do

19 transaction screening for people who are on the U.S.

20 Treasury list.

21          Does Coinbase Wallet do the same type of

22 transaction screening?

23      A.  Coinbase Wallet does not do transaction

24 screening.

25      Q.  Okay.  So the meaning of that, the
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1 conclusion is because Coinbase does not do

2 transaction screening, a user of Coinbase Wallet can

3 send Bitcoin to anyone in the world, including a

4 terrorist.

5          Is that correct?

6          MS. CHANG:  Objection.  Asked and answered.

7 Argumentative.

8          THE WITNESS:  I think I've answered that

9 several times already.

10          MR. FITAPELLI:  Okay.  You know, I think

11 we're going to take a five-minute break, and then

12 we'll come back at about -- maybe seven minutes?

13 Five, seven minutes?

14          MS. CHANG:  Okay.  And, Marc, I just want

15 you to be aware that Mr. Turakhia has a hard stop at

16 5:15, so I don't --

17          MR. FITAPELLI:  Yes, I know.

18          MS. CHANG:  Okay.  I don't want an argument

19 that you didn't have your full three hours.

20          MR. FITAPELLI:  My only argument is you're

21 taking up too much time.  Let's break.  Thanks.

22          MS. CHANG:  And, for the record, I'll just

23 note that I was lodging objections which are proper

24 under the rules.  We can go off the record now.

25          THE REPORTER:  We are off the record.
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1          (Recess taken.)

2          THE REPORTER:  We are on the record.  Please

3 proceed.

4          MR. FITAPELLI:  Thank you.

5 BY MR. FITAPELLI:

6      Q.  Sir, before we broke, we were looking at a

7 spreadsheet and it was a native file, and it is

8 delineated as Coinbase 001.

9      A.  Okay.

10      Q.  I want you to go back on that spreadsheet

11 and I want you to look at line 4502.  Tell me when

12 you're there, sir.

13      A.  450- -- okay.  I'm at 4502.

14      Q.  Okay.  And 4502 is the unauthorized

15 transaction in question.  And on this date, our

16 client didn't send anymore Bitcoin after this time.

17          What time did this occur?

18          It says 4- --

19      A.  Eight p.m.

20          THE REPORTER:  Repeat that last answer.

21 This is the reporter.  There was overtalking on that

22 last part of your question, Marc, if you want to

23 repeat it.

24          MR. FITAPELLI:  Sure.

25 BY MR. FITAPELLI:
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1      Q.  It was what time did this occur?  Did this

2 occur at 4:48 p.m.?

3      A.  The time stamp that says "sent money" on row

4 4502 occurred at 4:48 and 49 seconds.

5      Q.  Okay.  And it was your testimony that this

6 transfer happened in the client's Coinbase Exchange

7 application and not their Coinbase Wallet

8 application.

9          Was that your testimony?

10      A.  My test- -- we have not talked about row

11 4502 prior to now.  So --

12      Q.  Oh, I'm sorry.

13      A.  -- I think this possibly could not be in my

14 testimony.

15      Q.  I'm sorry.  So this -- so 4502 is a series

16 of transactions that starts on row 4491.  4491 begins

17 with "user sends money," and that happens at

18 4:43 p.m.  4502 ends with "sent money" and that ends

19 at 4:48 p.m.

20          My question to you is, did this occur in the

21 customer's wallet application or the exchange

22 application?

23      A.  This looks to be the Coinbase custodial

24 exchange application.

25      Q.  Okay.  Do you think it's possible that the
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1 parties are wrong, that unauthorized transactions

2 happened in the wallet application?

3          MS. CHANG:  Objection.  Calls for

4 speculation.  Vague and ambiguous.

5          THE WITNESS:  Can you be more specific on

6 your question?  Are you -- are you asking are the

7 logs wrong, or something else?

8 BY MR. FITAPELLI:

9      Q.  No.  I'm trying to -- so part of doing a

10 deposition is fact finding.  The attorneys are fact

11 finding, and I'm trying to understand when you look

12 at these lines and after you reviewed this

13 spreadsheet, is it your conclusion that these

14 transactions happened in the Coinbase Exchange

15 application, or did it happen in the wallet

16 application, or you're not sure?

17      A.  These transactions that we talked about

18 going back from 4466, 4472, 4491, 4496, 4499, and

19 4502 happened in the Coinbase Exchange application,

20 not Coinbase Wallet.

21      Q.  Okay.  Would a transaction only on a wallet

22 ever appear on this spreadsheet?  So does this

23 spreadsheet ever reflect wallet transactions?

24      A.  Can you be more specific, please?  What do

25 you mean by "wallet transactions"?
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1      Q.  The spreadsheet that you're looking at, is

2 this exclusive to Coinbase Exchange or would the data

3 on here also include Coinbase -- data that's the

4 customer's Coinbase Wallet application?

5      A.  To the best of my knowledge, because I did

6 not, you know, design these -- these logs, these logs

7 or the events you see here should only be for the

8 Coinbase Exchange.

9      Q.  Okay.  You're sure about that?

10      A.  And -- and -- to the best of my knowledge,

11 yes.

12      Q.  Okay.  And it's not possible that these logs

13 reflect events that happened in the customer's

14 Coinbase Wallet application?

15      A.  These logs would not capture events that are

16 generated from the Coinbase Wallet application.

17      Q.  Okay.  So if you look at line 4491, you see

18 a Bitcoin wallet address when you go across that row.

19 And that Bitcoin wallet address --

20      A.  Yup.

21      Q.  -- in column H, can you see that Bitcoin

22 wallet address, row 4491 --

23      A.  Yes, I do.

24      Q.  -- column H?  Okay.

25      A.  Yes.
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1      Q.  Okay.  Do you remember the exhibit that I

2 showed you in the beginning with blockchain

3 information?

4      A.  Yes.

5      Q.  Okay.  When you reviewed that blockchain

6 information, it's the same wallet address.  So what

7 does that tell you?

8          Does that tell you that this was an off

9 chain event, or does it not -- do you need more

10 information to determine that?

11      A.  Need more information to determine that.

12      Q.  Okay.  This shows you that at 4:48 p.m.,

13 money was sent somewhere.  Right?  And it was sent

14 somewhere based on line 4502.  Is that right?

15      A.  At 4:48 p.m. on 4502, yes, some money in the

16 amount of -- sent or --

17          THE REPORTER:  This is the reporter.  I

18 don't know if -- Chintan, you froze a little bit.

19 Could you please repeat your answer.

20          THE WITNESS:  Yeah, I was saying line 4502

21 at 4:48 p.m. and 49 seconds, there's an event that

22 says "sent money," and it shows that it's sent to

23 some Bitcoin address.

24 BY MR. FITAPELLI:

25      Q.  Okay.  And that Bitcoin address was not our
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1 client's Bitcoin address.  That Bitcoin address was

2 the scammer's Bitcoin address.

3          So, knowing that, and based on your review

4 of this document, where can you -- where do you

5 conclude the money was sent from?

6          Was it sent from -- in line 4502, was it

7 sent from the exchange account or from the wallet

8 account?

9          MS. CHANG:  Objection.  Assumes facts.

10          THE WITNESS:  Sorry.  Can you repeat the

11 question?  There's, like, multiple questions in what

12 you asked.

13 BY MR. FITAPELLI:

14      Q.  Sure, sure, sure.  So this wallet address

15 that you see here, it's the same wallet address that

16 I showed you on that original exhibit, the blockchain

17 explorer exhibit.

18      A.  I'm just going to go back to that exhibit

19 and double-check.

20      Q.  Sure, sure.  Why don't you do that, do that

21 for me.

22      A.  From.  Transaction.  Yeah, yes.  The

23 shortened wallet address "bc1qq" ending in "89z00" is

24 the same on line 4502 as what you showed me on

25 Exhibit 10.  That's the "From" address.
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1      Q.  Okay.  And does this show the "To" address?

2      A.  On Exhibit 10, there's a "To" address.

3      Q.  Okay.  Is the "To" address reflected in the

4 Excel spreadsheet that you have in front of you?

5      A.  The "To" address, I don't see that in row

6 4502, no.

7      Q.  Okay.  What does it mean --

8      A.  But we do see the "To" address --

9      Q.  What does it mean when the --

10      A.  Sorry, sorry, I'm not -- I'm not done

11 answering.

12          MS. CHANG:  I'm sorry, you have to let the

13 witness finish the answer.

14          THE WITNESS:  I do see the "To" address,

15 though.  If you go back to Exhibit 2 --

16 BY MR. FITAPELLI:

17      Q.  Hm-hm.

18      A.  -- I see the "To" address at 5:02 p.m.

19      Q.  Okay.  So reading this together, that means

20 -- what does that mean to you?  What conclusion do

21 you draw?

22      A.  From what?  Sorry.  What's the question?

23      Q.  So this is an external transfer.  Correct?

24          MS. CHANG:  Objection.  Vague and ambiguous.

25          THE WITNESS:  I'm sorry, what's the --
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1 which -- which exhibit are we talking about, first of

2 all?

3 BY MR. FITAPELLI:

4      Q.  So we're -- let's go back to the Excel

5 spreadsheet.

6      A.  Okay.

7      Q.  So we're on the Excel spreadsheet, and we're

8 looking at row 4502, which was an event that

9 happened --

10      A.  Yeah.

11      Q.  -- at 4:48, and it was the client's last

12 Bitcoin transfer of the day.  And I had you look at

13 the actual blockchain transaction to confirm that it

14 was the same blockchain transaction, and you have

15 done that.  Right, sir?

16      A.  No, these are --

17          MS. CHANG:  Objection.  Mischaracterizes

18 testimony.

19 BY MR. FITAPELLI:

20      Q.  What have you done?  Just tell me what

21 you've done.

22      A.  These are -- yeah, these are two separate

23 things.  4502 is showing 1.78 BTC is sent from

24 someone's Coinbase custodial exchange account to a

25 wallet that has access to the private key that -- the
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1 private key that owns this Bitcoin address that

2 starts in bc1q and ends in 9z00.  That is different,

3 and so that's going from an exchange to some Bitcoin

4 address.

5          And what Exhibit 10 is showing is second hop

6 or another transaction where 10.718 BTC is being

7 moved from this Bitcoin wallet address we talked

8 about ending in 89z00 to another address.

9      Q.  Okay.  And what time is that second hop

10 occurring?

11      A.  What time is that second hop that shows in

12 Exhibit 10.

13      Q.  Yes, hm-hm.

14      A.  That time -- the blockchain says 08:01:48.

15 So if you adjust for GMT, 5:01:48.

16      Q.  And I've adjusted and it's 5:03 -- or it's

17 5:03 p.m. Pacific Time.

18      A.  Sorry, I didn't follow how we got 5:03.

19      Q.  It's Eastern Standard Time Grand Mountain

20 minus 5.  So if it's 8, Grand Mountain minus 5 is

21 Eastern Standard, you subtract 3 and you get 5.

22 Eight minus 3 is 5.

23      A.  Yes, I agree with -- I agree with the hour

24 of 5, but the minute is 01.

25      Q.  Oh.  01, correct.  Now, I would like for
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1 you --

2      A.  Not 03.

3      Q.  -- to go back to Exhibit 2, please, sir.

4      A.  Exhibit 2.  Okay.

5      Q.  We've previously discussed the transactions

6 at the bottom.  So the transactions at the bottom are

7 the two Bitcoin transactions at 4:33 p.m. and

8 4:45 p.m.  Do you remember discussing those

9 transactions?

10      A.  Only when we talked about Exhibit 2.

11      Q.  Right, in the context of this exhibit.

12          Does this exhibit show that 1.782 Bitcoin

13 and 8.936 Bitcoin were transferred into the client's

14 Coinbase Wallet application at 4:45 p.m. for one and

15 at 4:33 p.m. for the second?  Does it show that?

16      A.  It shows this client's Coinbase Wallet

17 received those two transactions at those two time

18 stamps.

19      Q.  Okay.  So if there was a transfer out, it

20 would have to be after 4:33 p.m. or 4:45 p.m.

21          Is that right?

22      A.  Transfer out from where?

23      Q.  From the Coinbase Wallet application.  Since

24 you testified that this was a transfer in at 4:33 and

25 4:45, if there was a transfer out, remember you said
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1 a second hop, the second hop would have had to have

2 been initiated after that point in time.

3          Is that right?

4      A.  Right.  So what I said is at around

5 5:01 p.m., based on Exhibit 10, which is after 4:45,

6 10.718 BTC was sent out.

7      Q.  Okay.  And if you look down at the bottom,

8 you see received 4:33 p.m., 8.936 Bitcoin.  So at

9 some point after 4:33 but before 5:02 that Bitcoin

10 was then sent out of the account.

11          Is that fair to say?

12      A.  Sometime after 4:33 but before 5:02?  Is

13 that what you're saying?

14      Q.  I couldn't hear what you said, sir.

15      A.  Can you repeat the question, please.

16      Q.  Sure.  So, so with this time stamp --

17      A.  The time stamps were a little bit jumbled

18 for me.

19      Q.  What was wrong with the time stamps?

20      A.  I think if you can just repeat the question.

21      Q.  Oh, sure.  So what I'm getting at is, after

22 4:33 p.m., there was 8.936 Bitcoin in this customer's

23 Coinbase Wallet.  Is that fair to say based on this

24 exhibit?

25      A.  The -- from this, yes, that's fair to say.
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1 At least, we should double-check with the blockchain.

2      Q.  Okay.  Why can't we double-check with

3 Coinbase?

4      A.  So because Coinbase Wallet's a self-custody

5 product.  Our job is to facil- -- you know, like,

6 it's the -- the third job that I described, which is

7 help a user view the balance of their holdings.

8 Right?  And so in this example we helped them view

9 the balance of their Bitcoin.

10          The source of truth for all blockchain

11 activity is what would come from the block explorer.

12 And so if you want an unequivocal, like,

13 confirmation, we would like to look at the block

14 explorer.

15      Q.  Okay.  How did Coinbase generate this for

16 the customer though?

17          MS. CHANG:  Objection.  Assumes facts.

18          THE WITNESS:  So Coinbase did not generate

19 this.  Coinbase Wallet software application read

20 information from a blockchain provider.

21 BY MR. FITAPELLI:

22      Q.  Which blockchain provider?

23      A.  Which blockchain provider.  We -- like, we

24 read directly from the blockchain itself.  So this

25 would be on the Bitcoin blockchain.
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1      Q.  Okay.  So at 4:33 p.m., this customer had

2 8.936 Bitcoin, based on the blockchain.  And I know

3 that because this is a screenshot from their wallet

4 account -- or their wallet application, I should say.

5          Is that right?

6      A.  Yes.  This is a screenshot from their wallet

7 application, not their account.

8      Q.  Okay.  Same question.  At 4:45 p.m., I know

9 that this customer had 1.782 BTC because

10 Coinbase Wallet application got that information from

11 the blockchain.  Is that right?

12      A.  Yes.  I just want to be very clear that

13 there can be rounding of time, so it could have

14 actually been 4- -- and this is what I mean.  Like,

15 looking at the blockchain as sources of truth.  Or it

16 could have been 4:44 and something seconds.

17          And then by the time the wallet application

18 read that information, the time stamp it's showing is

19 4:45.  So that's why I want to keep emphasizing

20 blockchain is source of truth.

21      Q.  I see.  Okay.  Okay.  I'd like you now to

22 look at the native file that -- and we're probably

23 not going to go back to the other one so you can

24 close it.  Open the one that's CB0003 version 2.  And

25 when you have it open, just let me know.
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1      A.  It's open -- it's working on opening.

2      Q.  Okay.

3      A.  Okay.  I have it open.

4      Q.  And can you explain to me what this document

5 is?  Have you ever seen it before?

6      A.  Give me a second to take a look.

7          This looks like logs generated by the

8 Coinbase Wallet application.

9      Q.  Okay.  And so what kind of information is

10 the Coinbase Wallet application capturing in these

11 logs?

12      A.  It captures just basic information of, you

13 know, similar to the previous logs, like when a user

14 logs into the -- sorry -- when a user opens up the

15 Coinbase Wallet application, when a user might be

16 viewing their balances, things like that.

17      Q.  I see.  Okay.  And you understood that in

18 this case the customer was a victim of someone who

19 had remote access to their computer.  Right?  Based

20 on what I've told you.

21      A.  Based on what you told me, yes.

22      Q.  Okay.  Do you know what I mean when I say

23 "remote access"?

24      A.  I understand what remotely access during --

25 accessing the computer is.
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1      Q.  So, right, so applications like GoToMyPC.

2 Do you know what GoToMyPC is?

3      A.  Yes.

4      Q.  Okay.  When someone uses an application like

5 GoToMyPC, when Coinbase sees it, do they see the IP

6 address as the customer's, or do they see it as the

7 bad actor's?

8          How does it appear on your end?

9          MS. CHANG:  Objection.  Outside the scope.

10 BY MR. FITAPELLI:

11      Q.  And if you don't know, that's okay.  This

12 isn't a test, so.

13      A.  I don't -- I -- no, no.  Yeah, so I -- I

14 don't know --

15      Q.  Okay.

16      A.  -- is the answer.

17      Q.  Okay.  And so now, getting back to this

18 spreadsheet, why does Coinbase capture this

19 information for the wallet product?

20      A.  We use it to diagnose if -- you know, if

21 there's a problem or something.

22      Q.  Okay.  And now, if you look at column J,

23 column J is the client event time.

24          What time zone is that in?

25      A.  Give me one second.  Probably UTC.
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1      Q.  Okay.  It is UTC.  And do you know the

2 difference between UTC and Pacific?  Is it eight

3 hours?

4      A.  I think it's eight hours, yup.

5      Q.  Okay.  If you look, column I is highlighted.

6 I added column I to this spreadsheet.  I added column

7 I so you would know what time it is.

8          Can you look at the formula that I did?

9 It's 2-I, and tell me if that column subtracted eight

10 hours correctly?

11      A.  It looks right.

12      Q.  Okay.  Okay.  So now in this spreadsheet, I

13 want you to scroll down, and we're going doing down

14 to highlighted cells so it will be easy for you to

15 see them.  I want you to go down to 1328 and 1329.

16      A.  Getting there.  Okay.

17      Q.  Okay.  And the difference between those two

18 cells, I just want you to note for me, one cell has

19 data starting at 4:14 and then the other cell starts

20 again at about 4:30.  You see there's about

21 15 minutes of missing data there?

22      A.  Sorry, can you be -- I really don't see

23 that.

24      Q.  Sure.  So do you see how this log goes from

25 4:14 p.m. as the last entry on row 328, and then the
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1 entry on row 329 starts at 4:29, can you see that

2 there's about 15 minutes of data missing there?

3      A.  Sorry, I thought we were looking at row

4 1364.

5      Q.  No, I'm sorry.  If I said 1364, I misspoke.

6 Looking at row 328 and 329.

7      A.  Okay, cool.  I am there now.

8      Q.  Okay.  And you see the time there is in

9 column I --

10      A.  Yes.

11      Q.  -- in these two rows.

12          There's about 15 minutes of data missing.

13 Is that right?

14      A.  Yeah, the time stamp difference is about

15 15 minutes.

16      Q.  Okay.  So there's no data from 4:15 p.m.

17          Is that right?

18      A.  That's what these logs show.

19      Q.  Okay.  Now, I want you to look at 876 and --

20 I'm sorry -- 889 -- 897 and 898.

21      A.  Okay.

22      Q.  Okay.  Do you see column H?

23      A.  Yup.

24      Q.  Okay.  Do you see Alhambra and

25 Elizabethtown?  Do you know what those are?
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1      A.  Those are cities.

2      Q.  Okay.  Alhambra is in California and

3 Elizabethtown is in Kentucky.  Can you tell me the

4 time that Coinbase noted the two cities?  First

5 California, is it 4:37?

6      A.  4:37:36 p.m.

7      Q.  And then Elizabethtown is -- is that at

8 4:39 p.m.?  Do you see that?

9      A.  Yeah.

10      Q.  Okay.  Is it physically possible for someone

11 to travel from California to Kentucky in less than

12 five minutes?

13      A.  No.

14      Q.  So is this an indication that the account

15 may have been taken over?

16          MS. CHANG:  Objection.  Vague and ambiguous.

17 Calls for speculation.  Outside the scope.

18          THE WITNESS:  Coinbase Wallet has no

19 accounts.

20 BY MR. FITAPELLI:

21      Q.  Okay.  What is this showing though?

22          Isn't this showing that someone first logged

23 in in California, and then someone else was logging

24 in in Kentucky by less than five minutes later?

25          Isn't that what this is showing?
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1      A.  Coinbase Wallet also doesn't have the

2 concept of logging in.

3      Q.  Okay.  You -- when we started, didn't you

4 tell me that Coinbase captures this information for

5 Coinbase Wallet users.  Isn't that correct?

6      A.  When -- when users are using the

7 Coinbase Wallet application, these are the types of

8 events that are logged, yes.

9      Q.  Okay.  So someone was using the application

10 in Kentucky while the customer was also using the

11 application in California.

12          Is that what this is showing?

13      A.  That is the best guess I would make from

14 these logs.

15      Q.  But these logs are Coinbase Wallet logs.  Is

16 that right?

17      A.  That is right.

18      Q.  But you're not familiar with them even

19 though they're Coinbase Wallet wallet logs?

20          MS. CHANG:  Objection.  Mischaracterizes

21 testimony.  Argumentative.

22          THE WITNESS:  You're asking me does this

23 indicate that one user was logged in somewhere else

24 and another user was logged in in a different

25 location, and what I'm answering is that, from the
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1 logs, it does look like in 897 -- row 897 the user

2 that was using the Coinbase Wallet software

3 application in Alhambra was looking at their

4 portfolio.  And the log on the next row, 898, that

5 log shows that someone was onboarding or importing a

6 secret key, a private key.  So that's what these two

7 logs are showing.

8 BY MR. FITAPELLI:

9      Q.  And what does that mean?  What does it mean

10 to import a private key?

11      A.  Because Coinbase Wallet is a self-custody

12 product, the way someone can use the product is they

13 would be in possession of a private key.  And they

14 would take that private key, and they would import it

15 into the wallet product so that they could access the

16 ability to read balances for an address and even

17 submit transactions for an address.

18      Q.  Okay.  And this actor in Elizabethtown,

19 they're not using the blockchain to see this.

20 They're using Coinbase to use -- to view this

21 information.  Correct?

22      A.  To view what information?

23      Q.  So this login from Elizabethtown at

24 4:39 p.m., this log confirms that this Elizabethtown

25 login is a login to Coinbase Wallet.  Is that right?
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1 Or is it a -- or is this the blockchain?  Is it

2 something else?

3          What does this -- where is this person in

4 Elizabethtown logging into?

5      A.  So, just to be clear, I did not say "login."

6 Coinbase Wallet doesn't have an account, therefore

7 you can't log in.

8          This -- to answer your question, row 898,

9 this log from Elizabethtown in Kentucky shows an

10 action that was performed on Coinbase Wallet as

11 someone importing their private key.

12      Q.  But it -- and it shows that person was

13 physically in Kentucky and physically in a different

14 location.  Right?

15      A.  The logs show that the IP or, you know, from

16 the IP that -- that it's Elizabethtown, Kentucky.

17 But I don't have a way to prove or definitively say

18 that that's where they were physically sitting.  It

19 is possible to spoof IPs and use VPNs and different

20 things.

21      Q.  Okay.  And does Coinbase Exchange monitor

22 for spoofed IPs and things of that nature?

23          MS. CHANG:  Objection.  Outside the scope.

24          THE WITNESS:  Can you repeat the question,

25 please.
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1 BY MR. FITAPELLI:

2      Q.  Sure.  Does Coinbase Exchange monitor for

3 those types of things?  Spoofed IP addresses, changes

4 in IP addresses?

5          MS. CHANG:  Same objection.

6          THE WITNESS:  Yeah, I don't know all the --

7 I don't know all the capabilities of the monitoring

8 that Coinbase Exchange does, but they do -- we talked

9 about how they monitor transactions in accounts.

10 BY MR. FITAPELLI:

11      Q.  Okay.  But Coinbase Wallet is capturing this

12 information, but they're not necessarily doing

13 anything with it?  Is that your testimony?

14          MS. CHANG:  Objection.  Mischaracterizes

15 testimony.

16          THE WITNESS:  Which information are we

17 talking about that we're capturing?

18 BY MR. FITAPELLI:

19      Q.  So on rows -- so these rows show that there

20 were logins in different geographic locations.

21 Coinbase is capturing that information.  Why are they

22 capturing that information?

23          MS. CHANG:  Objection.  Misstates --

24          THE WITNESS:  These are not logins.

25          MS. CHANG:  -- the testimony.
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1          THE WITNESS:  Sorry.  These are not logins.

2 BY MR. FITAPELLI:

3      Q.  These show events from different locations.

4 What do you want to call them if they're not logins,

5 sir?  What word could we use?

6          MS. CHANG:  Objection.  Mischaracterizes

7 testimony.

8          THE WITNESS:  I think these are just events

9 generated from the Coinbase Wallet application.  We

10 can call them events.

11 BY MR. FITAPELLI:

12      Q.  Okay.  And the events are associated with

13 people on the platform.  So this Elizabethtown event,

14 this person is interfacing with the platform, meaning

15 they're in Coinbase's system?

16      A.  Coinbase Wallet doesn't operate on a

17 platform.  It's a self-custody product.

18      Q.  Okay.  How did this word "Elizabethtown,"

19 how did it appear in this log?

20          How -- what did someone from Elizabethtown

21 do to get in this log?

22      A.  The word -- the name of the city

23 Elizabethtown was likely mapped from some IP address

24 by -- by the tool that's used to generate these

25 events saying that this person or this entity is from
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1 Elizabethtown.

2      Q.  Okay.  And these events are people

3 interfacing with Coinbase Wallet, checking balances,

4 sending money.  Is that right?

5      A.  These are events generated when actions are

6 performed using Coinbase Wallet.  It could be a

7 person, it could be something else, but yes.

8      Q.  Okay.  So if you don't want to use the word

9 "login" to describe these events, what other word

10 would you use?

11      A.  "Events."

12      Q.  Okay.

13      A.  Or using -- "using the application."

14      Q.  "Using the application."  Okay.  So, but how

15 does someone actually get access to the application?

16          Is Coinbase the gatekeeper?  Is Coinbase

17 giving someone access?

18      A.  Coinbase is not a gatekeeper.  If someone

19 wants to use the wallet application, they can go to

20 the Google Play Store and get the Coinbase Wallet

21 extension themselves.

22      Q.  I mean, for this person's account, how did

23 someone from Elizabethtown end up on their account

24 and in this log?  That's what I'm getting at.  How

25 does the information get captured?
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1      A.  How does this information get captured?

2 When the Coinbase Wallet software application is

3 on -- is being used on someone's computer, that is

4 where it's -- where the -- the -- these events are

5 generated from.

6      Q.  So is someone from Elizabethtown using the

7 customer's credentials?  Is that what we're seeing

8 here?

9          MS. CHANG:  Objection.  Mischaracterizes

10 testimony.

11          THE WITNESS:  I'm -- I'm reading the log to

12 provide an answer.  If you'll just give me one

13 second.

14          I mean, from the logs, it looks -- I mean,

15 given -- given that you showed earlier there was a,

16 I believe you called it remote software access or

17 software that could enable access, without knowing

18 that information, seeing the log 897 where it says

19 "Alhambra" and the next row where it says

20 "Elizabethtown," this could imply that maybe someone

21 is using this computer from -- this person's computer

22 from a different location.

23 BY MR. FITAPELLI:

24      Q.  Okay.  When it logs a device ID or device

25 information from Elizabethtown, isn't that
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1 information different than the device information

2 that it's logging from Alhambra?

3          And you can look at the spreadsheets to

4 confirm that.  It's not a quiz.

5      A.  Yeah, yeah.  Just give me one second.  897,

6 let me get the column headers set up.

7          Okay.  Sorry.  Can you please repeat the

8 question.

9      Q.  Sure.

10          MR. FITAPELLI:  Can you read the question

11 back.

12          THE REPORTER:  One moment, please.

13          (Record read as follows:

14              "QUESTION:  When it logs a

15          device ID or device information

16          from Elizabethtown, isn't that

17          information different than the

18          device information that it's

19          logging from Alhambra?

20          And you can look at the

21          spreadsheets to confirm that.  It's

22          not a quiz.")

23          THE WITNESS:  Got it.  Thank you so much.

24          Yeah, if the devices are different, then

25 that information will be different.
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1 BY MR. FITAPELLI:

2      Q.  Okay.  So this log is showing not only that

3 there is a login from a different geographic

4 location, but it's also showing that there's a login

5 from a different physical device.

6          Is that right?

7      A.  Yeah, that's the -- you can -- yeah, yes.

8      Q.  Okay.  Okay.  And let's go now to row 979.

9 And I want you to look at row 979 to 981.

10      A.  979 to 981.  979 -- okay, I'm there.

11      Q.  Okay.  Now you see here there are three rows

12 in a row:  979, the row shows Elizabethtown; 980, it

13 shows Alhambra; 981, it shows Elizabethtown.  To me,

14 this shows that Coinbase Wallet is logging impossible

15 travel, travel from Kentucky to California and back

16 to Kentucky.

17          Is that what this is showing to you as well?

18      A.  Coinbase Wallet, these logs are showing that

19 this user -- so the -- the installation of the

20 Coinbase Wallet for this user, we're seeing events

21 generated from an IP address in Elizabethtown and an

22 IP address in Alhambra.

23      Q.  Okay.  And these are people, again, that are

24 interfacing with the customer's Coinbase Wallet

25 account, meaning they could view transactions, they
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1 could send money, they could do -- they have full

2 access to the customer's wallet.

3          That's what these are showing.  Right?

4      A.  They're, again, not using or accessing the

5 Coinbase Wallet account, but I need to look at the

6 logs, so just give me a moment.

7          And what this is showing, these three logs,

8 979, 980, 981, is events generated from two different

9 IPs addresses.  These events are showing -- portfolio

10 could be viewed, but this is viewed as in like

11 reading the balance of that -- of that user's

12 address, so it's basically reading from the

13 blockchain.  That's what these logs are showing right

14 now.

15      Q.  Okay.  Okay.  But it's showing, though, that

16 two different users from two different physical

17 locations using two different devices between

18 4:39 p.m. and 4:47 p.m. were interfacing with the

19 wallet application for this customer.

20          Is that fair to say?

21      A.  Yeah.

22      Q.  Okay.  One of those individuals was in

23 Kentucky, Elizabethtown, and the other was in

24 California, Alhambra.  Is that correct?

25      A.  Based on the IP addresses.
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1      Q.  Based on what you're viewing, okay.

2          Can someone physically travel from Kentucky

3 to California and back to Kentucky in less than ten

4 minutes?

5      A.  No, not -- not that I know of, so.

6      Q.  Okay.  Okay.  Since someone can't travel

7 that quickly, does this log show that someone else

8 other than the customer's logging into the account?

9          MS. CHANG:  Objection.  Calls for

10 speculation.  Calls for a legal conclusion.  Outside

11 the scope.

12          THE WITNESS:  So we would have to look at

13 the logs in some more detail, but, from these pieces

14 of exhib- -- these exhibits, one, there's no account

15 here to log into.  Right?  It doesn't require an

16 email address or a password, that combination, to be

17 specific.  Two, these logs show that there is -- for

18 the specific installation of Coinbase Wallet on the

19 customer's device, it does appear that -- it does

20 appear that there are events generated from both

21 Alhambra and Elizabethtown, two locations that are

22 sep- -- far apart.

23 BY MR. FITAPELLI:

24      Q.  Okay.  And, in your experience working for

25 Coinbase and working for other technology companies,
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1 is that a red flag?

2          MS. CHANG:  Objection.  Outside the scope.

3 Calls for a legal conclusion.  Calls for speculation.

4          THE WITNESS:  No, it's not an outright red

5 flag.  People -- people can -- while Coinbase Wallet

6 does not have, like, a login here, but I think I can

7 give a simple example of people share Netflix

8 accounts of an email and a password where someone can

9 log in from Alhambra, someone else can use the same

10 login credentials here for -- in Elizabethtown.

11          So this is -- to your question about my

12 experience in big tech companies, et cetera, this is

13 not always a red flag.

14 BY MR. FITAPELLI:

15      Q.  I see.  Okay.  And do you remember when we

16 were looking at the other spreadsheet, and there was

17 something called an account takeover score that was

18 generated around the same time?

19          Do you remember that?

20      A.  Will you please refresh me on the

21 time stamp, or the row.

22      Q.  Sure.  So let's go back to that spreadsheet.

23 It was Coinbase 001.

24      A.  Yup, I'm there.

25      Q.  Okay.  And I want to go to approximately the
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1 same time.  So if we look at 4491.

2      A.  Yeah.

3      Q.  Okay.  And can you determine, based on this

4 spreadsheet, if this transaction was initiated -- and

5 "this spreadsheet" meaning can you determine, looking

6 at both spreadsheets, when the transaction at

7 row 4491 at CB 001, that spreadsheet, if that

8 transaction occurred in the wallet account or in

9 the -- and when I say "wallet account," I mean wallet

10 application or the exchange application.  Can you

11 tell us now where that transaction at row 4491

12 occurred?

13      A.  Yeah, the answer is the same as before.  It

14 occurred in the exchange account.

15      Q.  Okay.  Do you think any of these

16 transactions occurred in the wallet account?

17      A.  Wallets don't have accounts.  But I think

18 your question is, do any -- did any of these

19 transactions originate from the Coinbase Wallet

20 application.  Is that the question?

21      Q.  Correct, yes.

22      A.  So which transactions specifically, then?

23      Q.  The transaction at this specific line that

24 we're looking at at this particular time --

25      A.  Got it.
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1      Q.  -- show -- yeah.

2      A.  4491.  Right?

3      Q.  Right, hm-hm.

4      A.  And 1.78 -- right? --

5      Q.  Correct, uh-huh.

6      A.  -- is the BTC amount?

7      Q.  Uh-huh.

8      A.  Cool, great.  Okay.  I'm just going to need

9 a minute to look.

10          Normally, this -- these -- looking at these

11 logs takes a bit of time, so I'm just looking --

12      Q.  You know, that's -- I'll withdraw the

13 question because we're a little bit pressed for time.

14      A.  Okay.

15      Q.  So let's go back, and you're looking at the

16 same row 4491 and we discussed "ato score" in the

17 context of the rows that follow, and we discussed

18 "risk sardine" before in the context of the rows that

19 followed.  And your testimony was that those types of

20 account monitoring only pertain to the Exchange

21 product.

22          Is it your testimony that there's absolutely

23 no account monitoring for Coinbase Wallet?  And what

24 I mean by "account monitoring," I mean things like

25 account takeovers by third parties.
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1          Does Coinbase engage in any of that type of

2 monitoring for its Wallet product?

3      A.  There is no account on Coinbase Wallet,

4 therefore there's also no account monitoring on

5 Coinbase Wallet.

6          Coinbase Wallet's a self-custody product

7 where the user controls the private key.  And so the

8 user who -- whoever has the private key is in control

9 of the wallet.

10      Q.  Okay.

11      A.  And, to be clear, you know, the private key

12 can -- like, multiple people could have the same

13 private key.  Right?  It's just a string.

14      Q.  Okay.  Okay.  Does Coinbase engage in

15 monitoring for Coinbase Wallet application?

16          So does it engage for monitoring when

17 someone uses an API that they're not authorized to

18 use, for example?  And I'm not talking about account

19 monitoring.  I'm talking about API and access

20 monitoring.

21      A.  Coinbase Wallet -- so is the question does

22 Coinbase Wallet monitor someone who's using an API

23 that they're not -- that's not supposed to?

24      Q.  Does Coinbase Wallet monitor for access?

25 Meaning, if there's unauthorized access to a wallet,
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1 does Coinbase monitor for that somehow?

2      A.  We can't monitor for that because what

3 governs a wallet address is the private key, and

4 Coinbase Wallet and Coinbase is never in possession

5 of a Coinbase Wallet user's private key.

6      Q.  Okay.  When a customer signs a transaction

7 with their private key, what happens with it?  And

8 I'm specifically talking about Coinbase Wallet.

9          So I have a Coinbase Wallet account, I sign

10 my private key, what happens?

11      A.  That signed transaction that the user

12 authorized because they're in possession of the

13 private key, they would have to -- either the

14 biometric or type in like a pin code or password.

15 That signed transaction is submitted by the

16 Coinbase Wallet software to the blockchain.

17      Q.  Okay.  Now you said that the customer has to

18 enter a pin or password.  Would it have to enter a

19 pin or -- a pin or a biometric, too?  Would it have

20 to enter a pin or biometric, too?

21      A.  When would they have to do that?

22      Q.  Correct, yes.

23      A.  Yeah, so it depends on, like, which part of

24 the application you're using.  But, generally, it's

25 when a user is, like, signing -- signing a
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1 transaction.

2      Q.  Okay.  And that's different than --

3      A.  So some --

4      Q.  -- the --

5      A.  That's different than what?  Sorry.

6      Q.  That's different than the user's private

7 key?

8      A.  Yes, yes.  That --

9      Q.  Is that something --

10      A.  -- biometric or pin is different than the

11 private key, yes.

12      Q.  Is that something that's specific to

13 Coinbase?

14      A.  Coinbase doesn't know what the biometric or

15 the pin or any way for the user to sort of validate

16 his -- that's -- that's the user's.

17      Q.  Okay.  I have a Bitcoin wallet.  I don't

18 have a PIN or biometric for it.  I don't use Bitcoin

19 Wallet.

20          What I'm asking you, is a pin number and

21 biometric, is that something that's unique to

22 Coinbase Wallet?

23      A.  Ah, got it.  Got it, okay.

24          No, I think there are other wallets that

25 provide a good level of security by asking the user
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1 through either a biometric or pin or some kind of

2 input when they're signing a transaction.

3      Q.  So Coinbase asks for a pin number or

4 biometric as a measure of security?

5      A.  Correct.

6      Q.  Okay.  Isn't that like a password?

7      A.  In that -- isn't that like a password?  No,

8 that's not like a password.

9      Q.  How is it different than a password?

10      A.  So the password in the sense you're

11 describing is typically, one, paired with an email

12 address.  So it could be like Marc@marc.com and then

13 the password.  And that is typical for companies that

14 have accounts where that information is sent to some

15 database, and then that company's internal database

16 says, "Oh, this is Marc's email, oh."  They do some,

17 like, hash against the password.  They shouldn't

18 transmit in plain text, of course.  And they're,

19 like, okay, this -- this -- these credentials belong

20 to Marc and Marc has authorized them.

21          And then, you know, there may be like

22 secondary security measures like two-factor

23 authentication when you're doing a login, it depends

24 on the company, depends on the application.

25          For Coinbase Wallet, the private key is --

Page 100

Veritext Legal Solutions
Calendar-CA@veritext.com 866-299-5127

FILED: NEW YORK COUNTY CLERK 01/12/2026 11:06 PM INDEX NO. 650220/2026

NYSCEF DOC. NO. 12 RECEIVED NYSCEF: 01/12/2026



1 it belongs to the user.  It's never transmitted.

2 It's stored locally in an encrypted sort of -- kind

3 of like a safe.  And when a user goes to sign the

4 transaction, the examples I gave you of a biometric

5 or some -- some type of pin code, that is only known

6 to the user.  Right?  Like, I only have my face or I

7 only know, like, my pin or -- or some kind of input

8 that I've determined.  I was never given it.

9          And then when I enter that, when I go to

10 sign a transaction, that is what unlocks the

11 encrypted safe that is stored locally on -- that is

12 on the device.  And, once that encrypted safe is

13 opened up, then what allows this transaction to be

14 signed is access to the private key.

15          So inside that safe is the private key and

16 that's what's protected by, like, the biometric or

17 the pin code as two possible mechanisms here.  So it

18 is different than the password-email combos.

19      Q.  Okay.  But, at the end of the day, someone

20 needs to physically enter a pin number to access it

21 or engage in a biometric to access Coinbase Wallet --

22 is that right? -- those two -- those are the two

23 ways?

24      A.  It depends on how the users --

25          MS. CHANG:  Objection.  Mischaracterizes
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1 testimony.

2          THE WITNESS:  It depends on how the users

3 set up their -- their account settings.  But when it

4 comes to, like, signing a transaction or even like

5 accessing the private key, there's always this other

6 piece of information that is needed.  It could be my

7 face, it could be a pin, it could be letters, it

8 could be whatever the user decided, and that is only

9 known to the user -- should only be known to the

10 user.  And that is what is needed to then open up

11 that encrypted safe so that then the software

12 application can then sign the transaction with the

13 private key.

14 BY MR. FITAPELLI:

15      Q.  But the pin and biometric is also known to

16 Coinbase Wallet.  Right?  Otherwise, Coinbase Wallet

17 wouldn't grant access.

18          MS. CHANG:  Objection.  Mischaracterizes --

19          THE WITNESS:  No.

20          MS. CHANG:  -- testimony.

21          THE WITNESS:  That's not what I said.

22 BY MR. FITAPELLI:

23      Q.  Walk me through.  When a customer opens up

24 their Coinbase application and they want to interface

25 on the web with the Coinbase extension, how do they
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1 do that?  How do they access it?  Is there a login

2 that they enter to get into it?

3          You know, I'm opening up my laptop.  Tell me

4 what's first step.  Do I go to a website?

5      A.  Got it.  So if a user is starting from

6 scratch, they open up their laptop.  You need an

7 Internet connection.  They would open up some

8 website -- sorry -- like web browser, like Chrome or

9 Safari.

10          They would navigate to the Google Play

11 Store, or they could navigate to the Coinbase Wallet

12 page, but, basically, they would have to navigate to

13 download the software application.

14          They would go download the software

15 application and then it would pop up into the

16 browser.  And then they would click on the icon and

17 then it would be prompted, like, "Hey, welcome to

18 Coinbase Wallet."  You can create a new wallet or you

19 can import an existing wallet.  And I can walk you

20 through both those flows.

21          If a user wants to create a wallet, they

22 click "create new wallet."  And they -- that "create

23 new wallet" sequence, that flow, that will generate a

24 pneumonic or a private key that is local to that

25 computer.  It's never transmitted to any Coinbase
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1 server or anything.  And the user will be shown that

2 private key.

3          And it's really important that the user

4 remembers that private key, puts it in a secure

5 place.  Some users decide to write it down.  Some

6 users decide to etch it into like a metal plate.

7 Because, again, if anyone has access to this private

8 key, they have access to your wallet.  So it's that

9 private key that governs that wallet, the wallet

10 addresses, et cetera.

11          And then after we have asked the user, "Hey,

12 like, be sure to write it down secure in a safe

13 place.  Do not share this private key with anyone.

14 If anyone ever asks you to import a seed phrase or a

15 private key, do not ever do that."

16          And then the next screen we will sort of,

17 like, test the user and be, like, "Hey, you know, do

18 you remember your private key?  Check these boxes,"

19 et cetera.  And then we finally ask him, "Hey, would

20 you, like, like, please set up some security.  Enter

21 some word or basically like strings and letters, like

22 a string of numbers and letters to make sure that

23 only you can unlock this application when it comes to

24 signing transactions."  That's, like, on the "create

25 wallet."
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1          Similarly, on the import wallet flow --

2      Q.  Okay.  I think --

3      A.  -- you have to download the application.

4      Q.  Sorry, I don't mean to -- but just 'cause

5 we're pressed for time, I just want to --

6      A.  Sure, yeah.

7      Q.  -- get -- so.

8          So users use the private key to access their

9 wallet.  Right?

10      A.  Users would have to have the private key and

11 import it into the software, and then that's how they

12 can then have access to the wallet addresses that are

13 governed by that private key.

14      Q.  Okay.  You remember that I showed you logins

15 from Kentucky and California, going successively on

16 the same date.  Do you recall that?

17      A.  Are these in the Coinbase Wallet logs?

18      Q.  Yes, in the Coinbase Wallet logs.  It was

19 Coinbase CB 0003.  It was a native file.

20      A.  Yeah, these weren't logins, but yes, I

21 remember events generated from Elizabethtown and --

22 and Alhambra, California.

23      Q.  Okay.  Now, how can that person from

24 Elizabethtown show up on this log?

25          Are they showing up on this log 'cause they
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1 have the person's private key?  Or are they showing

2 up on this log because they have credentials to

3 Coinbase Wallet, and are those two things different?

4      A.  It's -- okay.  There's two questions.  One,

5 how is someone showing up on these logs from

6 Elizabethtown when there's also someone from

7 Alhambra?  And the second question is, are the

8 credentials that may or may not have enabled that the

9 same thing as a private key?

10      Q.  Right.  What credentials do they have to be

11 here?

12      A.  If a user -- so if the user in Alhambra has

13 private key A -- I'm just giving an example -- and

14 someone else also has private key A, and they decide

15 to download Coinbase Wallet, open it up, install it

16 and import private key A, then we may see those,

17 like, sets of logs like we see here today.

18      Q.  I see.  And would someone be able to

19 double-spend in this situation?

20      A.  No, that's not possible.

21      Q.  Okay.  You also mentioned the pin number and

22 biometric.  Is it possible that the person from

23 Elizabethtown had a pin number or biometric?

24      A.  It is possible.  I don't know.  Like, I

25 cannot definitively answer that.  The customer in

Page 106

Veritext Legal Solutions
Calendar-CA@veritext.com 866-299-5127

FILED: NEW YORK COUNTY CLERK 01/12/2026 11:06 PM INDEX NO. 650220/2026

NYSCEF DOC. NO. 12 RECEIVED NYSCEF: 01/12/2026



1 Alhambra could have shared that, like, piece of

2 information.  Right?  The pin could be not only

3 numbers, but it could be letters, too.  So it -- they

4 could have shared that piece of information.

5      Q.  Okay.

6      A.  Yeah.

7      Q.  But the answer -- I guess the answer to your

8 question is you don't know.  It could have been

9 through the private key, pin, biometric, or some

10 other way.  We just don't know sitting here today?

11          MS. CHANG:  Objections.  Mischaracterizes --

12          THE WITNESS:  Don't know what?  Sorry.

13          MS. CHANG:  -- testimony.

14 BY MR. FITAPELLI:

15      Q.  Don't know how the person in Alhambra got

16 credentials to the wallet or --

17          MS. CHANG:  Objection.  Mis- --

18 BY MR. FITAPELLI:

19      Q.  -- what credentials it used?

20          MS. CHANG:  Objection.  Mischaracterizes

21 testimony.

22          THE WITNESS:  The person in Alhambra --

23 BY MR. FITAPELLI:

24      Q.  Do you know the credentials used?

25          THE REPORTER:  Hold on.  You guys are --
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1          THE WITNESS:  No, we -- I don't know the

2 controls.  We don't store the credentials.  But the

3 person in Alhambra is the customer.  Right?

4 BY MR. FITAPELLI:

5      Q.  I'm sorry.  I meant to say the person in

6 Elizabethtown.

7      A.  Right.  So from the logs, it -- like, I

8 cannot definitively say -- there's a couple ways it

9 could have happened.  We explored them, we talked

10 about them, but I can't definitively say.

11      Q.  Okay.  Do you know who from your

12 organization can definitely say?

13      A.  No.

14      Q.  Okay.  After these events happened, do you

15 know if anyone goes and does a postmortem to see what

16 could have happened, what could have happened better,

17 what could have happened differently?  Do you know if

18 that sort of thing happens?

19      A.  We have a culture of continuous learning,

20 and, as we encounter problems, we do go back and try

21 to look and see how to make the product better or see

22 what happened, yes.  But I can't speak to these

23 specific events because we're going through them the

24 first time today here.

25      Q.  Okay.  Now I'd like you to go back to
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1 spreadsheet 1.

2      A.  Okay.

3      Q.  And I want to you look at rows 4542.  Just

4 tell me when you're there.

5      A.  4542.  Yup, I'm here.

6      Q.  Okay, just bear with me.  I'm sorry, I lost

7 my place.  Okay, 4542.  Okay.

8          And do you see the time, not the date, that

9 occurred and the time is 5:15 p.m.

10          Do you see that?

11      A.  Yeah.

12      Q.  Okay.  And can you look down from 4542 all

13 the way down to 4562, and you see they all say

14 "signout session"?

15      A.  Yes.

16      Q.  What does that -- all that mean?

17          MS. CHANG:  Objection.  Outside the scope.

18          THE WITNESS:  Honestly, I don't know.  I

19 didn't design these logs.  It looks like something

20 related to some -- just from, like, the information

21 here, some web session.

22 BY MR. FITAPELLI:

23      Q.  Okay.  Can you see there appears to be

24 multiple IP addresses in these rows?  Each row

25 appears to have its own IP address if you look across
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1 it.

2      A.  Yeah, there are multiple IP addresses, yes.

3      Q.  Okay.  Does this look like multiple sessions

4 are being closed out, or you can't tell?

5          MS. CHANG:  Objection.  Outside the scope.

6          THE WITNESS:  What this looks like is the

7 "signout session" event is generated from -- is being

8 generated from different IP addresses.

9 BY MR. FITAPELLI:

10      Q.  Okay.  To me, it looks like there were

11 multiple different people, even more than two, logged

12 into the customer's account and they were signed out.

13          Is that -- are you reading this the same way

14 that I'm reading this?

15          MS. CHANG:  Objection.  Outside the scope.

16          THE WITNESS:  Yeah, I didn't --

17          MS. CHANG:  Calls for speculation.

18          THE WITNESS:  I didn't say anything about --

19 sorry.  No, that's not how I'm reading it.  It's -- I

20 can't tell.  Like, there's not enough information

21 here to know if it's one person, multiple people,

22 et cetera.  All I can definitively see is different

23 IP addresses.

24 BY MR. FITAPELLI:

25      Q.  Okay.  Is there any information internally
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1 at Coinbase that would give us more information about

2 these events?  Do you know?

3          MS. CHANG:  Objection.  Vague and ambiguous

4 as to "these events."  Outside the scope.

5          THE WITNESS:  Not that I know of.

6 BY MR. FITAPELLI:

7      Q.  Okay.  So if you were a customer in this

8 situation and you have funds stolen from you, how

9 would you investigate how the events occurred?

10          MS. CHANG:  Objection.  Outside the scope.

11 Calls for speculation.  Assumes facts.

12          THE WITNESS:  If I was a customer, how would

13 I go about sort of figuring out what happened?  Is

14 that your question?

15 BY MR. FITAPELLI:

16      Q.  Right.  We were provided just with these

17 Excel spreadsheets from Coinbase.  And I want to know

18 if you were the customer and you received this

19 information, how would you figure out what happened

20 in your account?

21          MS. CHANG:  Objection.  Outside the scope.

22 Calls for speculation.

23          THE WITNESS:  Well, I think at this point in

24 the logs, if I was a customer and I received these

25 logs, at this point in the logs, it looks like

Page 111

Veritext Legal Solutions
Calendar-CA@veritext.com 866-299-5127

FILED: NEW YORK COUNTY CLERK 01/12/2026 11:06 PM INDEX NO. 650220/2026

NYSCEF DOC. NO. 12 RECEIVED NYSCEF: 01/12/2026



1 whatever the bad actor did has already been done.

2 BY MR. FITAPELLI:

3      Q.  I see.

4      A.  Because I -- I see above, in 4541, a note

5 where the customer's calling saying a person from

6 Coinbase is moving his funds from his account.

7          MS. CHANG:  Marc, I'm going to give you some

8 leeway, but you're going far afield as to the limited

9 subjects that this deposition was supposed to be

10 about, and I'm going to shut down --

11          MR. FITAPELLI:  You don't to --

12          MS. CHANG:  -- the deposition --

13          MR. FITAPELLI:  That's fine.

14          MS. CHANG:  -- if you go much further afield

15 the very two limited subjects.  And I'll just remind

16 you that the subjects are supposed to be --

17          MR. FITAPELLI:  Just -- just place your --

18          MS. CHANG:  No, let me talk.  No, let me

19 talk.

20          MR. FITAPELLI:  No.

21          MS. CHANG:  Characteristics of the wallet,

22 only as relevant to whether it fits within the

23 definition of "accounts" --

24          MR. FITAPELLI:  There's only a half an hour

25 left --
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1          MS. CHANG:  -- under EFTA --

2          MR. FITAPELLI:  -- and we have limited time.

3          MS. CHANG:  And, two, the extent to which

4 Respondents have any role in crediting or debiting in

5 transfers related to self-custodial wallets as

6 relevant to whether the transfers out of the wallet

7 were electronic fund transfers as regulated by EFTA.

8          I've given you a lot of leeway, but you are

9 going way far afield of those two limited subjects,

10 so I would caution you to stay --

11          MR. FITAPELLI:  Well, I gave you --

12          MS. CHANG:  -- within the confines of the

13 arbitrator's order.

14          MR. FITAPELLI:  I gave you the courtesy to

15 have a standing objection to avoid speeches like

16 this.  Let's move -- let's move on.

17          MS. CHANG:  You are going far afield.

18          MR. FITAPELLI:  We're pressed for time.

19 Please stop.

20 BY MR. FITAPELLI:

21      Q.  Okay.  So I'd like to go back to the

22 spreadsheet that's CB 0003.

23      A.  We have not opened that spreadsheet.

24      Q.  Yes, we have.  It's the other native

25 spreadsheet that's the Coinbase Wallet data.
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1      A.  That's CB000003v2.

2      Q.  Correct.

3      A.  Okay.

4      Q.  There's only two spreadsheets.  There's "3"

5 and there's "1."  So we're going to go back to the

6 one that's "3."

7      A.  Right, I understand.  But in my email, I

8 have a CB 003 which we've never looked at.

9          So you want the v2.  Right?

10      Q.  Yes.

11      A.  Okay.  I'm there.

12      Q.  Okay.  Now, I'd like you to look at

13 line 4171 -- or row 4171.

14      A.  41- -- 4171.

15      Q.  And could you see above that, 4170, it shows

16 "Alhambra," and 4171 shows what geographic location?

17      A.  New York.

18      Q.  Okay.  This wasn't our client logging in in

19 New York.  Do you know who this was logging in in

20 New York, or who this was interfacing in New York?

21          MS. CHANG:  Objection.  Calls for --

22          THE WITNESS:  I do not.

23          MS. CHANG:  -- speculation.

24 BY MR. FITAPELLI:

25      Q.  Okay.  Do you know who --

Page 114

Veritext Legal Solutions
Calendar-CA@veritext.com 866-299-5127

FILED: NEW YORK COUNTY CLERK 01/12/2026 11:06 PM INDEX NO. 650220/2026

NYSCEF DOC. NO. 12 RECEIVED NYSCEF: 01/12/2026



1      A.  I do not.

2      Q.  Do you know who at Coinbase would know who

3 this was logging in or interfacing from New York?

4          MS. CHANG:  Objection.  Outside the scope.

5 Calls for speculation.

6          THE WITNESS:  No.  There -- there's no way

7 to know.

8 BY MR. FITAPELLI:

9      Q.  Okay.  I showed you spreadsheet 1 before --

10 when we went to CB 001 before your attorney objected,

11 and you -- we noted that there were multiple

12 sign-outs from different locations.  And do you

13 recall that the time was about 5:00 p.m., or do you

14 want to go back and look to confirm?

15      A.  Yeah, I have it here.  It's around 5:15?

16 Yeah.

17      Q.  Okay.  So after that occurred at 5:15, going

18 back to CB 003, version 2, the next morning at

19 7:20 a.m., someone from New York was interfacing with

20 the customer's Coinbase Wallet account, and you could

21 see that from 4171 in that spreadsheet.

22          Is that right, sir?

23      A.  Yes, I see that, at 7:20 a.m.

24      Q.  Okay.  And it's your testimony that you

25 don't know who that may be.  Correct?
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1      A.  That is correct.

2      Q.  Okay.

3          MR. FITAPELLI:  You know, I just want to

4 take a two-minute break, but I just don't -- I want

5 everyone to hang on the record.  I just want to be

6 quiet for two minutes just to look at something.

7 I'll come back, but it's not going to be a long

8 break.  Okay?  Yes?

9          MS. CHANG:  Yes.  And we'll stay on the

10 record?  I guess so.

11          MR. FITAPELLI:  Yes, stay on the record.

12          THE WITNESS:  Yes, he said that.

13          MS. CHANG:  Okay.

14          THE REPORTER:  This is the reporter.  We are

15 still on the record, and, if anyone speaks before

16 counsel gets back, it will be on the record.  Thank

17 you.

18          MR. FITAPELLI:  Okay.  Back on the record.

19 BY MR. FITAPELLI:

20      Q.  I just want to go back and ask a couple of

21 clean up or review questions, you know, based on

22 things that we've already talked about.

23          So, you know, we talked about the 72-hour

24 hold in the context of the Coinbase Exchange product,

25 and you confirmed for me that there's no such thing
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1 as a 72-hour hold for the Coinbase Wallet product.  I

2 want you just to confirm that that's correct.  Right?

3      A.  Correct.

4      Q.  Okay.  And for the Coinbase Wallet product,

5 does Coinbase gather information about people who

6 interface with a user's Coinbase Wallet?

7      A.  No.

8      Q.  Okay.  When we looked at the spreadsheet

9 CB000003, doesn't that show information from people

10 who were interfacing with the Coinbase Wallet?

11      A.  That shows a schema, a city, time stamps,

12 device IDs.  Doesn't show information about the

13 people, like --

14      Q.  Those people aren't --

15      A.  -- got name --

16      Q.  -- known to the baseball game, though, those

17 people who are doing things with this Coinbase app.

18 Right?

19          THE REPORTER:  Hold on, folks.  Folks, hold

20 on.  There was overtalking in that part of the

21 testimony.  The answer was still going and the

22 question began.  Would somebody please pick it up.

23          MS. CHANG:  Yeah, so you have to let the

24 witness finish his answer --

25          THE WITNESS:  Yeah.
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1          MS. CHANG:  -- before you proceed, Marc.

2          THE WITNESS:  It doesn't show information

3 about, like, what someone's name is, their address,

4 their bank account, et cetera, like we saw in the

5 other spreadsheet CB000001.

6 BY MR. FITAPELLI:

7      Q.  Okay.

8      A.  But it's gathering the person's IP address,

9 their device location and unique information about

10 their device -- right? -- including their operating

11 system, their language, and other information about

12 their device.

13          Isn't that what this spreadsheet is showing?

14          MS. CHANG:  Objection.  Mischaracterizes

15 testimony.

16          THE WITNESS:  Those pieces of information

17 like IP address which is then -- maps to a location,

18 the language.  I don't see operating system, but

19 those are -- those are pieces of information that any

20 computer or Internet-connected device on Earth would

21 generate.

22          So being -- from being, like, specific here,

23 this, these logs, do not indicate to me if a human

24 being was on the other side or some kind of

25 software-enabled agent.
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1 BY MR. FITAPELLI:

2      Q.  Okay.  I'm not asking you to make that

3 conclusion.  I'm just asking you to tell me what

4 information Coinbase captures about people who are

5 interfacing with the wallet.  And I want to review

6 that you've told me that Coinbase captures,

7 everything that's on CB 0003, that's captured by

8 Coinbase Wallet.  Is that right?

9      A.  That -- those are the events generated by

10 Coinbase Wallet, yes.

11      Q.  Okay.  So Coinbase Wallet is monitoring

12 things like IP address, device ID, and the times that

13 these things -- that these events are occurring.

14          Is that correct?

15          MS. CHANG:  Objection.  Mischaracterizes --

16          THE WITNESS:  No.

17          MS. CHANG:  -- testimony.

18          THE WITNESS:  I did not say we are

19 monitoring this.  These are event logs generated by

20 the software application.

21 BY MR. FITAPELLI:

22      Q.  Okay.

23      A.  If we -- if we do need to use them to figure

24 out some issue or something, we can go back and look

25 at them.  We are not -- I did not use the word
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1 "monitoring."

2      Q.  Okay.  So let's use the word "log" then.

3          So Coinbase logs this information.  Correct?

4          It logs the customer's IP address, it logs

5 the device ID, and it logs where the customer's

6 physically located.  Is that right?

7      A.  It logs the IP address that the device the

8 customer is using generates.  It doesn't log a

9 customer's IP address.  We don't know the customer.

10      Q.  Okay.  When you look at CB 003, it's logging

11 IP information for someone who's interfacing with the

12 wallet.  Isn't that correct?

13      A.  That is correct.

14      Q.  Okay.  And it's also logging someone's

15 device ID when they interface with the wallet.

16          Is that correct?

17      A.  It's logging the device's device ID, not

18 someone's.

19      Q.  Okay.  So the devices's device ID.  So it's

20 logging -- for example, if someone has an Apple

21 iPhone or if they have an IBM laptop, it could tell

22 that.  Right?

23      A.  If that information is available, yeah, if

24 we can -- if we can discern it from the device

25 information, yes.
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1      Q.  Okay.  But the bottom line is, is it could

2 tell that it's physically two different devices.

3 Right?

4          MS. CHANG:  Objection.  Mischaracterizes

5 testimony.

6          THE WITNESS:  You -- just because the device

7 IDs are different does not mean that they're

8 physically two different devices.

9 BY MR. FITAPELLI:

10      Q.  Okay.  So Coinbase Wallet is logging all

11 this information, but it's not doing anything with

12 it.  Is that your testimony?

13      A.  No.

14      Q.  Okay.  So we reviewed before, and I'd like

15 to go back to it, it's in CB 3 -- 0003, and it was

16 the impossible travel transfers.

17          Do you know what I'm referring to, sir, when

18 I say "impossible travel transfers"?

19      A.  Yes.

20      Q.  Okay.  What do I mean by that?

21      A.  The example where someone in Alhambra,

22 California, cannot travel to Elizabethtown, Kentucky,

23 in -- I think the example you gave was ten minutes.

24      Q.  Okay.  And I'd like you to look at the log

25 and go to 2643 in CB 0003.
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1      A.  26 what?  43?

2      Q.  2643.

3      A.  Okay.

4      Q.  And this is another example, 5:15 to 5:21.

5 Again, it's impossible for someone to travel from

6 Kentucky to California this quickly.  Right?

7      A.  As far as I know, yes, that is impossible.

8      Q.  And I showed you other examples of this

9 occurring.  Do you recall me showing you other

10 examples of this occurring, sir?

11      A.  You've shown me another example of

12 Elizabethtown and Alhambra.  You also showed me an

13 example of Alhambra and New York.  That time span was

14 10-plus hours, so it is possible to travel those

15 distances.

16      Q.  Okay.  Do you remember me showing you

17 impossible travel that occurred before 5:00 p.m.?

18      A.  Can you refresh my memory, please, on the

19 row number?

20      Q.  Sure.  979.

21      A.  I'm just navigating to that.  Okay.  What

22 was the question?

23      Q.  This is another example of impossible travel

24 and this is much earlier.  Right?  This is occurring

25 at approximately 4:40.
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1      A.  Yeah.  This is showing that two different IP

2 addresses are being logged here in a short time span.

3      Q.  Well, this actually shows three.  Right?

4 Doesn't it show Elizabethtown at 3:39, then Alhambra

5 a minute later, and then Elizabethtown 7 minutes

6 later?  Doesn't it show three different changes?

7      A.  Right, but I didn't say that.  I said that

8 this is showing two different IP addresses.  Right?

9 One from Elizabethtown and one from Alhambra in short

10 succession.

11      Q.  Okay.  But this is really physically

12 impossible.  Would you agree with me?

13          MS. CHANG:  Objection.  Vague and ambiguous.

14          THE WITNESS:  Which part is physically

15 impossible?  I do see --

16 BY MR. FITAPELLI:

17      Q.  The three different locations.

18      A.  -- multiple -- I see multiple --

19      Q.  Yeah, so the transactions or the -- the logs

20 from 4:39 p.m. to 4:47 p.m. going from -- first to

21 Elizabethtown, then to Alhambra, then back to

22 Elizabethtown, no one can physically do that.  Right?

23      A.  Right.  If someone is physically in these --

24 if someone's physically in these locations and going

25 from Elizabethtown to Alhambra back to Elizabethtown,
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1 that would not be possible today.

2      Q.  Okay.  And are you aware that when people

3 design systems, cyber security systems, they use

4 concepts like impossible travel to block users?

5          MS. CHANG:  Objection.  Outside the scope.

6 Calls for speculation.

7          THE WITNESS:  I'm not a cyber security

8 expert, but I understand the concept, what you mean

9 by "impossible travel."

10 BY MR. FITAPELLI:

11      Q.  Okay.  Does this indicate to you as, either

12 a layperson or someone who works for Coinbase, that

13 something wrong may have happened in this account?

14          MS. CHANG:  Objection.  Outside the scope.

15 Calls for speculation.  Calls for a legal conclusion.

16 It's vague and ambiguous.

17          THE WITNESS:  I also think I -- I also think

18 I addressed that question earlier, too.

19 BY MR. FITAPELLI:

20      Q.  I'll withdraw the question.

21          Is this normal account behavior?

22          MS. CHANG:  Objection.

23          THE WITNESS:  You asked me earlier --

24          MS. CHANG:  Outside the scope.  Calls for

25 speculation.  Vague and ambiguous.
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1          THE WITNESS:  You asked me earlier in the

2 testimony if this was a red flag --

3 BY MR. FITAPELLI:

4      Q.  Hm-hm.

5      A.  -- given my years in tech and understanding

6 the systems, and I said no, this is not an outright

7 red flag because of the reasons I gave in my prior

8 testimony.

9      Q.  Okay.  What would make this an outright red

10 flag?

11          MS. CHANG:  Objection.  Outside the scope.

12 Calls for speculation.  Vague and ambiguous.

13          THE WITNESS:  I don't -- I don't know how to

14 answer that question.  I don't know what would make

15 this an outright red flag today.

16 BY MR. FITAPELLI:

17      Q.  Okay.  Knowing what you know now, would you

18 say this is a red flag?

19          MS. CHANG:  Objection.  Outside the scope.

20 Calls for speculation.  Asked and answered.

21          THE WITNESS:  Knowing what I know now, the

22 red flag isn't necessarily here in these logs

23 because, like I said, people can use the same private

24 key in different locations if that's what they choose

25 to do.  It's up to the user.
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1          The red flag is -- is really around --

2 sorry.  The flags, knowing what I know now, are

3 really around when like -- yup, that's -- that's it.

4 Like, there's various reasons that this could happen.

5 Red flags around, like, withdrawals stuff like that

6 are also important to look at, too.  But that's not

7 related to the Coinbase Wallet, as we talked about.

8 BY MR. FITAPELLI:

9      Q.  Okay.  So there would never be any red flags

10 that could ever affect Coinbase Wallet?

11          MS. CHANG:  Objection.  Outside the scope.

12 Mischaracterizes testimony.  Vague and ambiguous.

13 Calls for speculation.

14          THE WITNESS:  Yeah, I think that's a pretty

15 broad question.  Yeah.

16 BY MR. FITAPELLI:

17      Q.  You said something wouldn't -- when I was

18 discussing "impossible travel," you said that

19 wouldn't be an outright red flag.  That was what you

20 said.

21          What I'm trying to get at is, would anything

22 be an outright red flag for Coinbase Wallet, or does

23 that concept just not exist for this platform?

24          MS. CHANG:  Same objections.

25          THE WITNESS:  When -- right.  So, one,
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1 because Coinbase Wallet is not a platform, like we've

2 talked about.  It's a piece of software application

3 that generates a private key that is kept with the

4 user.  Has software to enable a user to sign the

5 transactions that are then submitted to the

6 blockchain and then view balances.

7          A red flag in this scenario, because the

8 user controls the private key -- right? -- and when

9 they interface with the Coinbase Wallet application,

10 any transaction they do, it's initiated by them.

11          And so if, for example, someone is sending

12 Bitcoin from their Coinbase Wallet address in

13 Coinbase Wallet's software application to another

14 address, they are the one authorizing that

15 transaction, that user, because they control the

16 private key.

17 BY MR. FITAPELLI:

18      Q.  Okay.  When you made the comment about

19 outright red flags, my question to you is, is there

20 ever a situation where there's outright red flags for

21 Coinbase Wallet?

22          You made the comment.  I just -- I'm just

23 following up on it.

24      A.  None that come to mind, given what we're

25 discussing.
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1      Q.  Okay.  So if the log that I showed you --

2 and the log that I'm talking about is CB 003 -- if

3 that had thousands of logins from different

4 locations, different IP addresses, all over a

5 10-minute window, that wouldn't be a red flag for

6 Coinbase?

7          MS. CHANG:  Objection.  Outside the scope.

8 Calls for speculation.  Vague and ambiguous.

9          THE WITNESS:  So because we don't do logins,

10 if -- if we saw a log with hundreds and hun- --

11 what -- the numbers you gave basically, that would be

12 a reason to investigate.  We don't see that here.

13 BY MR. FITAPELLI:

14      Q.  Okay.  But why would someone investigate?  I

15 thought that you told me no one looks at these logs.

16      A.  I did not say that.

17      Q.  Okay.  So these logs are produced and

18 someone looks at the logs.

19          When do they look at them?  Is it

20 contemporaneous, or is it after the fact?

21      A.  We look at the logs to understand if -- you

22 know, if an issue is brought forth to us, and that

23 helps us then deep-dive a little bit more on what was

24 going on.

25      Q.  Okay.  Let's go back to my hypothetical.
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1 This is the most egregious log anyone's ever seen.

2          Does anyone look at that in real time?  Or

3 is it always after the fact, after a customer's

4 victimized?

5      A.  We don't do monitoring here.  So we do look

6 at these logs on an ad hoc basis after the fact, and

7 it does not have to only be if a customer had a

8 problem or not.

9      Q.  Okay.  So let's say the customer never

10 notifies Coinbase, would Coinbase ever proactively,

11 based on what's on this log -- not on this log, but

12 what's ever in these logs in general for

13 Coinbase Wallet, would they ever do anything

14 proactively, or does the customer have to notify

15 them?

16      A.  In the -- in the -- in the case where a

17 customer sent their Bitcoin to a scammer, we would

18 need to hear from the customer first because

19 Coinbase Wallet is a self-custody product, and the

20 transactions that -- and this is how it's designed --

21 and the transactions that are signed are authorized

22 by the user themselves.

23          So because of that simple fact -- right? --

24 like, we don't know if transaction A was sent to the

25 person you wanted to or some scammer.  And so we
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1 can't -- we must just rely on the customer to share

2 that concern with us first.

3      Q.  Okay.  I'm talking specifically about the

4 logs though.  So a log that shows hundreds of

5 different locations within a 10-minute time frame,

6 is -- and no theft, though.  No theft at all.  It's

7 just showing anomalous activity in the account --

8 does Coinbase step in and freeze the wallet, or does

9 it just let that activity happen?

10      A.  We take no action.  We do not freeze the

11 wallet.  We cannot freeze the wallet.  It is

12 impossible.

13      Q.  So why does Coinbase gather all this

14 information if it can't take any action on it?

15      A.  I didn't say we can't take any action on the

16 wallets.  I said we cannot freeze a wallet.

17      Q.  Okay.  What actions do you take?

18      A.  When someone, for example, is maybe seeing,

19 like, an error screen.  Like, a common error screen

20 sometimes users run into is, they don't have enough

21 gas to send the transaction.  And so then if a --

22 we -- you know, some -- a customer says, "Hey,

23 something -- something looks weird here," or "I'm not

24 able to send this transaction," we can then, after

25 the fact, look and be, like, "Oh, yeah, looks like
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1 you didn't have enough gas."

2      Q.  Okay.  That I'm not talking about though.

3      A.  But I'm giving you an example.

4          MS. CHANG:  So I just want to also remind

5 you that he has 5:15 p.m. hard stop.  So --

6          MR. FITAPELLI:  I know.

7          MS. CHANG:  -- I just want you to be

8 mindful.

9          MR. FITAPELLI:  I know.

10 BY MR. FITAPELLI:

11      Q.  But that wasn't really what I was

12 discussing, sir.  I was discussing logins from

13 diverse locations.

14          So if Coinbase knows that a customer's -- or

15 a customer's wallet interface has multiple different

16 diverse logins, hundreds of them, over an hour time

17 frame, what action does Coinbase take?  And the

18 answer might be "none."

19          I just want to understand if -- if the

20 answer is none, is it none?  Or if the answer is they

21 do something, what do they do?

22      A.  The answer is -- is no action.

23          Like I said earlier, a customer would need

24 to either report to us or share with us some issue

25 that has happened.
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1      Q.  Okay.  And so this login we're looking at --

2      A.  And I want to -- sorry.  I just want to

3 emphasize, like, it is possible for someone's private

4 key, they -- they could have shared that private key

5 with other people, and those other people are using

6 that private key.

7          And so how a customer chooses in a

8 self-custody product to use their own private key is

9 up to that customer.

10      Q.  Understood.  Understood.  The take-away that

11 I'm trying to understand, and I think you've answered

12 the question, is Coinbase logs all of this

13 information for the wallet, but ultimately doesn't do

14 anything with it until after the fact.  Meaning, none

15 of this is captured because Coinbase does

16 contemporary monitoring.

17          Is that fair to say?

18      A.  Coinbase Wallet does not do account

19 monitoring.  We don't have accounts and we don't do

20 monitoring.

21      Q.  Okay.  And so it's -- would be physically

22 impossible to stop these transactions.

23          Is that fair to say, too?

24      A.  Independent if anything was logged or not,

25 because it's a self-custody product, it is not

Page 132

Veritext Legal Solutions
Calendar-CA@veritext.com 866-299-5127

FILED: NEW YORK COUNTY CLERK 01/12/2026 11:06 PM INDEX NO. 650220/2026

NYSCEF DOC. NO. 12 RECEIVED NYSCEF: 01/12/2026



1 possible to stop these transactions.

2      Q.  Okay.  So when a customer inputs "send" on

3 the Coinbase Wallet platform, Coinbase has no ability

4 to stop the transaction?

5      A.  When a customer that is using the

6 Coinbase Wallet software application authorizes a

7 transaction to send some crypto, Coinbase Wallet and

8 Coinbase cannot stop that transaction.

9      Q.  Okay.  And Coinbase never stops

10 transactions?  Coinbase Wallet never stops

11 transactions?

12      A.  Coinbase Wallet does -- does not monitor

13 transactions.

14      Q.  Okay.

15          MR. FITAPELLI:  Okay.  I think that I'm

16 done.  I think that we can end here.

17          MS. CHANG:  No questions for me.

18          MR. FITAPELLI:  Thank you, everyone.  We'll

19 order a standard transcript.

20          MS. CHANG:  We'd like an expedited

21 transcript, Coinbase would.

22          THE REPORTER:  When would you like your

23 final delivered, Esther?

24          MS. CHANG:  Could you get it to us by end of

25 week?
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1          THE REPORTER:  Friday, yes.  Is that good?

2          MS. CHANG:  That's be great.

3          MR. FITAPELLI:  And whatever the charges are

4 to expedite it, just make sure that Coinbase absorbs

5 those charges, because we don't need an expedited

6 transcript.

7          THE REPORTER:  Understood, Marc.  Thank you.

8          May we go off the written record?

9          MS. CHANG:  Yes.

10          MR. FITAPELLI:  Sure.

11              (Whereupon, at 5:13 p.m., the

12          virtual videoconference deposition

13          of CHINTAN TURAKHIA was adjourned.)

14

15

16

17

18

19

20

21

22

23

24

25
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1 STATE OF CALIFORNIA    )

2 COUNTY OF LOS ANGELES  ) ss.

3

4          I, CHINTAN TURAKHIA, hereby certify under

5 penalty of perjury under the laws of the State of

6 California that the foregoing is true and correct.

7          Executed this __________ day of

8 _____________________, 2025, at

9 _____________________________, California.

10

11

12              _________________________

13              CHINTAN TURAKHIA

14

15

16

17

18

19

20

                    JOB NO. 7476475

21

22

23

24

25
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1 STATE OF CALIFORNIA    )

2 COUNTY OF LOS ANGELES  ) ss.

3

4      I, SUSAN NELSON, C.S.R. 3202, in and for the

5 State of California, do hereby certify:

6      That, prior to being examined, the witness named

7 in the foregoing deposition was by me duly sworn to

8 testify the truth, the whole truth and nothing but

9 the truth;

10      That said virtual videoconference deposition was

11 taken down by me stenographically at the time and

12 place therein named, and thereafter transcribed via

13 computer-aided transcription under my direction, and

14 the same is a true, correct and complete transcript

15 of said proceedings to the best of my ability;

16      I further certify that I am not interested in

17 the event of the action.

18      Witness my hand this 24th day of July, 2025.

19

20

              <%20381,Signature%>

21              Susan Nelson, C.S.R. No. 3202

22              Certified Shorthand Reporter

23              State of California

24

25
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1     ESTHER CHANG

2   echang@nortonlaw.com

3                                          July 24, 2025

4 RE: Chung, Scott v. Toshi Holdings PTE LTD Dba Coinbase Wallet

5 7/21/2025, Chintan Turakhia, (#7476475).

6 The above-referenced transcript has been

7 completed by Veritext Legal Solutions and

8 review of the transcript is being handled as follows:

9 __ Per CA State Code (CCP 2025.520 (a)-(e)) – Contact Veritext

10    to schedule a time to review the original transcript at

11    a Veritext office.

12 _XX_ Per CA State Code (CCP 2025.520 (a)-(e)) – Locked .PDF

13    Transcript - The witness should review the transcript and

14    make any necessary corrections on the errata pages included

15    below, notating the page and line number of the corrections.

16    The witness should then sign and date the errata and penalty

17    of perjury pages and return the completed pages to all

18    appearing counsel within the period of time determined at

19    the deposition or provided by the Code of Civil Procedure.

20    Contact Veritext when the sealed original is required.

21 __ Waiving the CA Code of Civil Procedure per Stipulation of

22    Counsel - Original transcript to be released for signature

23    as determined at the deposition.

24 __ Signature Waived – Reading & Signature was waived at the

25    time of the deposition.
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1 __ Federal R&S Requested (FRCP 30(e)(1)(B)) – Locked .PDF

2    Transcript - The witness should review the transcript and

3    make any necessary corrections on the errata pages included

4    below, notating the page and line number of the corrections.

5    The witness should then sign and date the errata and penalty

6    of perjury pages and return the completed pages to all

7    appearing counsel within the period of time determined at

8    the deposition or provided by the Federal Rules.

9 __ Federal R&S Not Requested - Reading & Signature was not

10    requested before the completion of the deposition.

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25
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1 Chung, Scott v. Toshi Holdings PTE LTD Dba Coinbase Wallet

2 Chintan Turakhia (#7476475)

3                  E R R A T A  S H E E T

4 PAGE_____ LINE_____ CHANGE________________________

5 __________________________________________________

6 REASON____________________________________________

7 PAGE_____ LINE_____ CHANGE________________________

8 __________________________________________________

9 REASON____________________________________________

10 PAGE_____ LINE_____ CHANGE________________________

11 __________________________________________________

12 REASON____________________________________________

13 PAGE_____ LINE_____ CHANGE________________________

14 __________________________________________________

15 REASON____________________________________________

16 PAGE_____ LINE_____ CHANGE________________________

17 __________________________________________________

18 REASON____________________________________________

19 PAGE_____ LINE_____ CHANGE________________________

20 __________________________________________________

21 REASON____________________________________________

22

23 ________________________________   _______________

24     (Chintan Turakhia)                   Date

25
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California Code of Civil Procedure 

Article 5. Transcript or Recording 

Section 2025.520 

 

 

(a) If the deposition testimony is 

stenographically recorded, the deposition officer 

shall send written notice to the deponent and to 

all parties attending the deposition when the 

Original transcript of the testimony for each 

session of the deposition is available for reading, 

correcting, and signing, unless the deponent and 

the attending parties agree on the record that the 

reading, correcting, and signing of the transcript 

of the testimony will be waived or that the 

reading, correcting, and signing of a transcript of 

the testimony will take place after the entire 

deposition has been concluded or at some other 

specific time. 

(b) For 30 days following each notice under 

subdivision (a), unless the attending parties and 

the deponent agree on the record or otherwise in 

writing to a longer or shorter time period, the 

deponent may change the form or the substance of 

the answer to a question, and may either approve 

the transcript of the deposition by signing it, or 

FILED: NEW YORK COUNTY CLERK 01/12/2026 11:06 PM INDEX NO. 650220/2026

NYSCEF DOC. NO. 12 RECEIVED NYSCEF: 01/12/2026



 

 

refuse to approve the transcript by not signing it. 

 

(c) Alternatively, within this same period, the 

deponent may change the form or the substance of 

the answer to any question and may approve or 

refuse to approve the transcript by means of a 

letter to the deposition officer signed by the 

deponent which is mailed by certified or registered 

mail with return receipt requested. A copy of that 

letter shall be sent by first-class mail to all 

parties attending the deposition. 

(d) For good cause shown, the court may shorten 
 

the 30-day period for making changes, approving, or 

refusing to approve the transcript. 

(e) The deposition officer shall indicate on the 

original of the transcript, if the deponent has not 

already done so at the office of the deposition 

officer, any action taken by the deponent and 

indicate on the original of the transcript, the 

deponent's approval of, or failure or refusal to 

approve, the transcript. The deposition officer 

shall also notify in writing the parties attending 

the deposition of any changes which the deponent 

timely made in person. 

(f) If the deponent fails or refuses to approve 

the transcript within the allotted period, the 
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deposition shall be given the same effect as though 

it had been approved, subject to any changes timely 

made by the deponent. 

(g) Notwithstanding subdivision (f), on a 

seasonable motion to suppress the deposition, 

accompanied by a meet and confer declaration under 

Section 2016.040, the court may determine that the 

reasons given for the failure or refusal to approve 

the transcript require rejection of the deposition 

in whole or in part. 

(h) The court shall impose a monetary sanction 

under Chapter 7 (commencing with Section 2023.010) 

against any party, person, or attorney who 

unsuccessfully makes or opposes a motion to 

suppress a deposition under this section, unless 

the court finds that the one subject to the 

sanction acted with substantial justification or 

that other circumstances make the imposition of the 

sanction unjust. 

 

DISCLAIMER: THE FOREGOING CIVIL PROCEDURE RULES 

ARE PROVIDED FOR INFORMATIONAL PURPOSES ONLY. 

THE ABOVE RULES ARE CURRENT AS OF APRIL 1, 

2019. PLEASE REFER TO THE APPLICABLE STATE RULES 

OF CIVIL PROCEDURE FOR UP-TO-DATE INFORMATION. 
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VERITEXT LEGAL SOLUTIONS 

 

COMPANY CERTIFICATE AND DISCLOSURE STATEMENT 

 

Veritext Legal Solutions represents that the  

 

foregoing transcript is a true, correct and complete  

 

transcript of the colloquies, questions and answers  

 

as submitted by the deposition officer. Veritext  

 

Legal Solutions further represents that the attached  

 

exhibits, if any, are true, correct and complete  

 

documents as submitted by the deposition officer  

 

and/or attorneys in relation to this deposition and  

 

that the documents were processed in accordance with  

 

our litigation support and production standards. 

 

 

Veritext Legal Solutions is committed to maintaining  

 

the confidentiality of client and witness information,  

 

in accordance with the regulations promulgated under  

 

the Health Insurance Portability and Accountability  

 

Act (HIPAA), as amended with respect to protected  

 

health information and the Gramm-Leach-Bliley Act, as  

 

amended, with respect to Personally Identifiable  

 

Information (PII). Physical transcripts and exhibits  

 

are managed under strict facility and personnel access  

 

controls. Electronic files of documents are stored 

 

in encrypted form and are transmitted in an encrypted  
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fashion to authenticated parties who are permitted to  

 

access the material. Our data is hosted in SSAE 16  

 

certified facilities. 

 

 

Veritext Legal Solutions complies with all federal and  

 

State regulations with respect to the provision of  

 

deposition services, and maintains its neutrality and  

 

independence regardless of relationship or the  

 

financial outcome of any litigation. Veritext requires  

 

adherence to the foregoing professional and ethical  

 

standards from all of its subcontractors in their  

 

independent contractor agreements. 

 

 

Inquiries about Veritext Legal Solutions'  

 

confidentiality and security policies and practices  

 

should be directed to Veritext's Client Services  

 

Associates indicated on the cover of this document or  

 

at www.veritext.com. 
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USD


Bitcoin Transaction
Broadcasted on 26 Jan 2024 08:01:48 GMT-5


Hash ID
eb2eb2671389c3b7ace52ac95ece3f0a3d1c535efec79913ab248801d
30bd99a


Amount 10.71810239 BTC • $1,258,279
Fee 6,981 SATS • $8.20


From bc1qq-89z00
To bc1qj-j7csl


Confirmed


This transaction has 78,572 Confirmations. It was mined in
Block 827,553


This transaction is efficient, no issues detected.


Summary


This transaction was first broadcasted on the Bitcoin network on January 26, 2024 at 08:01 AM GMT-5. The transaction currently
has 78,572 confirmations on the network. The current value of this transaction is now $1,258,279.


Advanced Details


Hash eb2e-d99a Block ID 827,553


Position 693 Time 26 Jan 2024 08:01:48


Age 1y 5m 22d 18h 15m 8s Inputs 2


Input Value 10.71817220 BTC


$1,258,287


Outputs 1


Output Value 10.71810239 BTC


$1,258,279Fee 0.00006981 BTC


$8.20 Fee/B 20.593 sat/B


Fee/VB 39.441 sat/vByte Size 339 Bytes


Weight 708 Weight Unit 9.860 sat/WU


Coinbase No Witness Yes


TX


Blockchain.com Sign In


Home Prices Charts NFTs Buy More
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Overview JSON


From


1 bc1qqlyjt0sc2ekjktw4yccg2ku0wqr63jxqs…
1.78213796BTC • $209,218


2 bc1qqlyjt0sc2ekjktw4yccg2ku0wqr63jxqs…
8.93603424BTC • $1,049,068


To


1 bc1qjfcyq86jafzrw54gxzd9w060pfhn7rqa…
10.71810239BTC • $1,258,279


RBF No Locktime 0


Version 2 BTC Price $117,397


Explore top crypto assets.


Near Protocol
NEAR


Convex Finance
CVX


GateToken
GT


Uniswap
UNI


eCash
XEC


NEM
XEM


Cosmos
ATOM


Bitcoin
BTC


Litecoin
LTC


Sandbox
SAND


The Graph
GRT


Theta Protocol
THETA


Stellar
XLM


Blockchain.com


Home Prices Charts NFTs Buy More
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CONFIDENTIAL


CONFIDENTIAL PURSUANT TO STIPULATED PROTECTIVE ORDER CB000011
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CB000001, Row 4496  


 


bypass_reason"=>"", "correlation_id"=>"", "delay"=>2, "event_version"=>"0.0.3", 
"model_decision"=>"high", "model_tag"=>"ato-q3-2023-tm", "model_version"=>"ato_v7", 
"risk_threshold"=>0, "source"=>"risky_tx_eval", "use_model_decision"=>true, 
"vector"=>{"amount_usd"=>74431.526540788, "ato_score"=>0.99803025, 
"coinbase_app"=>"www", "comitting"=>true, "country_code"=>"US", "currency"=>"BTC", 
"device_fingerprint"=>"18ade02ca10132da2ca9fe96836c65ed", "device_id"=>"", 
"ds"=>"2024-01-27", "header_accept_language"=>"en", "header_user_agent"=>"", 
"ip_loc_city"=>"Alhambra", "ip_loc_country_code"=>"US", 
"ip_loc_latitude"=>"34.069000244140625", "ip_loc_longitude"=>"-118.14610290527344", 
"ip_loc_postal_code"=>"91803", "ip_loc_region"=>"California", "payment_method_id"=>"", 
"payment_method_type"=>"", 
"recipient_type"=>"RECIPIENT_TYPE_BLOCKCHAIN_ADDRESS", 
"remote_ip"=>"2600:1700:3190:3a40:c58b:ee34:5bd6:969f", 
"source"=>"payoutRiskEvaluator", "timestamp"=>"2024-01-27T00:43:39Z", 
"to_address"=>"bc1qqlyjt0sc2ekjktw4yccg2ku0wqr63jxqs89z00", "transaction_id"=>"", 
"transaction_idem"=>"b1d043a8-765f-413d-9e5d-120efedd5f04", "transaction_pool"=>6, 
"transaction_strategy"=>"", "transfer_type"=>"RETAIL_CRYPTO_WITHDRAWAL", 
"use_ato_model"=>true, "user_id"=>"59dfa359c8a1db030ae3193b", 
"user_id_x_crypto_address"=>"59dfa359c8a1db030ae3193b|bc1qqlyjt0sc2ekjktw4yccg2k
u0wqr63jxqs89z00", 
"user_id_x_currency_x_to_address"=>"59dfa359c8a1db030ae3193b|BTC|bc1qqlyjt0sc2ekj
ktw4yccg2ku0wqr63jxqs89z00"}} 
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 CB000001, Row 4499 


corresponding_event_id"=>"65b451b891a7060011eec007", 
"evaluate_response"=>{"sessionKey"=>"defde1f0-0b7e-4f99-b305-b3a3768553f8", 
"level"=>"low", "status"=>"Success", "customer"=>{"level"=>"low", 
"signals"=>[{"key"=>"addressRiskLevel", "value"=>"low"}, {"key"=>"emailDomainLevel", 
"value"=>"low"}, {"key"=>"emailLevel", "value"=>"low"}, {"key"=>"phoneLevel", 
"value"=>"low"}], "address"=>{"validity"=>"unknown"}}, "device"=>{"id"=>"db0b5054-96ca-
4056-b33f-ef6afea28cbe", "level"=>"low", "fingerprint"=>"844363f3-b59f-4582-aa8f-
76fb5d6d6a9e", "fingerprintConfidenceScore"=>37, "deviceReputation"=>"medium_risk", 
"attributes"=>{"os"=>["iOS"], "model"=>["iPhone 13 Pro Max"], "browser"=>["app"]}, 
"signals"=>[{"key"=>"TrueOS", "value"=>"Mac/iOS"}, {"key"=>"DeviceAgeHours", 
"value"=>"1648"}, {"key"=>"TrueIP", "value"=>"162.229.195.188"}, {"key"=>"VPN", 
"value"=>"low"}, {"key"=>"Proxy", "value"=>"low"}, {"key"=>"RemoteSoftware", 
"value"=>"false"}, {"key"=>"RemoteSoftwareLevel", "value"=>"low"}, {"key"=>"OSAnomaly", 
"value"=>"low"}, {"key"=>"Emulator", "value"=>"false"}, {"key"=>"Rooted", "value"=>"false"}, 
{"key"=>"TamperedApp", "value"=>"false"}, {"key"=>"IpType", "value"=>"Fixed Line ISP / 
Mobile ISP"}, {"key"=>"SessionIpCount", "value"=>"2"}, {"key"=>"SessionIpCountryCount", 
"value"=>"1"}, {"key"=>"RemoteSessionLevel"}, {"key"=>"DebuggerConnected", 
"value"=>"false"}, {"key"=>"AccountDeviceId", "value"=>"1a226bf5-4c47-44d5-9a0e-
6e0a361d1e74"}, {"key"=>"behaviorBiometricLevel", "value"=>"low"}], 
"sessionKey"=>"defde1f0-0b7e-4f99-b305-b3a3768553f8", "ipLocation"=>{"city"=>"Irvine", 
"region"=>"California", "country"=>"US", "latitude"=>"33.67", "longitude"=>"-117.82"}, 
"checkpoints"=>{"device"=>{}}, "behaviorBiometrics"=>{"flowTimesInMs"=>{"initialize"=>0}, 
"hesitationPercentile"=>{"ltm"=>0, "nonLtm"=>0}, "numContextSwitchEvents"=>0, 
"numDistractionEvents"=>2, "pageFieldLTM"=>{"absolute"=>{"hesitationPercentage"=>0, 
"isLTM"=>false, "numAutoFillEvents"=>0, "numClipboardEvents"=>0, 
"numCopyPasteEvents"=>0, "numExpertKeyEvents"=>0, "timeSpendInMs"=>0, 
"timeSpendInMsEvents"=>nil}, "average"=>{"hesitationPercentage"=>0, "isLTM"=>false, 
"numAutoFillEvents"=>0, "numClipboardEvents"=>0, "numCopyPasteEvents"=>0, 
"numExpertKeyEvents"=>0, "timeSpendInMs"=>0, "timeSpendInMsEvents"=>nil}, 
"percent"=>{"hesitationPercentage"=>0, "isLTM"=>false, "numAutoFillEvents"=>0, 
"numClipboardEvents"=>0, "numCopyPasteEvents"=>0, "numExpertKeyEvents"=>0, 
"timeSpendInMs"=>0, "timeSpendInMsEvents"=>nil}}, 
"pageFieldNonLTM"=>{"absolute"=>{"hesitationPercentage"=>0, "isLTM"=>false, 
"numAutoFillEvents"=>0, "numClipboardEvents"=>0, "numCopyPasteEvents"=>0, 
"numExpertKeyEvents"=>0, "timeSpendInMs"=>0, "timeSpendInMsEvents"=>nil}, 
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"average"=>{"hesitationPercentage"=>0, "isLTM"=>false, "numAutoFillEvents"=>0, 
"numClipboardEvents"=>0, "numCopyPasteEvents"=>0, "numExpertKeyEvents"=>0, 
"timeSpendInMs"=>0, "timeSpendInMsEvents"=>nil}, 
"percent"=>{"hesitationPercentage"=>0, "isLTM"=>false, "numAutoFillEvents"=>0, 
"numClipboardEvents"=>0, "numCopyPasteEvents"=>0, "numExpertKeyEvents"=>0, 
"timeSpendInMs"=>0, "timeSpendInMsEvents"=>nil}}, "pageRiskLevel"=>"low", 
"typingSpeed"=>{}}}, "rules"=>[{"id"=>83, "isLive"=>true}, {"id"=>808}, {"id"=>17389}], 
"checkpoints"=>{"customer"=>{"customerPurchaseLevel"=>{"ruleIds"=>[83], 
"value"=>"low"}, "historicalLevel"=>{"ruleIds"=>[83], "value"=>"low"}}}, 
"checkpointData"=>[{"name"=>"customer", "type"=>"weighted_max"}], 
"features"=>{"DeviceRulesEnv"=>{"Custom"=>{}, "Env"=>{}, 
"biometric"=>{"numDistractionEvents"=>2, "pageRiskLevel"=>"low"}, 
"device"=>{"accountDeviceId"=>"1a226bf5-4c47-44d5-9a0e-6e0a361d1e74", 
"appVersion"=>"12.2.8", "batteryInfo"=>{"level"=>90, "status"=>"unknown"}, 
"bot"=>{"level"=>"low", "score"=>26}, "browser"=>"app", "deviceFamily"=>"iOS-Device", 
"deviceIdAggregationFeatures"=>{"customerIdCount1day"=>1, 
"customerIdCount1week"=>1, "customerIdCount30days"=>1, 
"customerIdCount60days"=>1, "customerIdCount90days"=>1, "ipCountryCount1day"=>1, 
"ipCountryCount1week"=>1, "ipCountryCount30days"=>2, "ipCountryCount60days"=>2, 
"ipCountryCount90days"=>2, "ipV4Count1day"=>1, "ipV4Count1week"=>1, 
"ipV4Count30days"=>2, "ipV4Count60days"=>2, "ipV4Count90days"=>2, 
"ipV6Count1day"=>1, "ipV6Count1week"=>1, "ipV6Count30days"=>2, 
"ipV6Count60days"=>2, "ipV6Count90days"=>2, "staticIpV4Count30days"=>1, 
"staticIpV4Count60days"=>1, "staticIpV4Count90days"=>1}, "deviceName"=>"iPhone", 
"fingerprint"=>"844363f3-b59f-4582-aa8f-76fb5d6d6a9e", "fingerprintConfidence"=>37, 
"firstSeenAt"=>1700379988, "id"=>"db0b5054-96ca-4056-b33f-ef6afea28cbe", 
"isTamperedApp"=>"false", "isUSOrNeighboringTimezone"=>true, "isUSTimezone"=>true, 
"language"=>"en_US", "mobileUserId"=>"313f7deb8eaadd52", "model"=>"iPhone 13 Pro 
Max", "os"=>"iOS", "reputation"=>"medium_risk", "screenBrightness"=>-1, 
"screenResolution"=>"926.0x428.0", "screenResolutionX"=>1080, 
"screenResolutionY"=>2156, "source"=>"IOS_SDK", "time"=>{"dayOfMonth"=>26, 
"dayOfWeek"=>"Friday", "hourOfDay"=>16}, "timezone"=>"America/Los_Angeles", 
"timezoneOffset"=>-480, "transientDeviceID"=>"b9f2-08d7-612e-df68", 
"transientDeviceIDAggFeatures"=>{"countCustomerIds"=>1}, "trueOS"=>"Mac/iOS", 
"userAgent"=>"Mobile Safari UI/WKWebView 17.3"}, "gps"=>{"mockLevel"=>"low"}, 
"ip"=>{"address"=>"162.229.195.188", "areaCode"=>"949", "city"=>"Irvine", 
"continent"=>"NA", "country"=>"US", "domain"=>"att.com", "elevation"=>"17.00", 
"ipv6"=>"2600:1700:3190:3a40:b9f2:8d7:612e:df68", "isp"=>"AT&T Corp.", 







"latitude"=>"33.67", "longitude"=>"-117.82", "mcc"=>"310", 
"mnc"=>"030/070/150/170/410/560/680", "mobileBrand"=>"AT&T", "netSpeed"=>"DSL", 
"region"=>"California", "timezone"=>"-08:00", "timezoneOffset"=>-480, "type"=>"Fixed Line 
ISP / Mobile ISP", "usageType"=>"ISP/MOB", "weatherStationCode"=>"USCA0517", 
"weatherStationName"=>"Irvine", "zipCode"=>"92602"}, 
"session"=>{"appPackageName"=>"com.vilcsak.bitcoin2", 
"behavioralFeatures"=>{"mouseMovement"=>{}}, "browser"=>"app", 
"browserInfo"=>{"majorVersion"=>17, "minorVersion"=>3}, "browserVersion"=>"17.3", 
"day"=>26, "hasTouchEvent"=>true, "hour"=>16, "ipCount"=>2, "ipCountryCount"=>1, 
"ipTime"=>{"dayOfMonth"=>26, "dayOfWeek"=>"Friday", "hourOfDay"=>16}, 
"ipv4Aggregations"=>{"customerAggregation"=>{"customerCount15mins"=>1, 
"customerCount1day"=>1, "customerCount1hr"=>1, "customerCount2hrs"=>1, 
"customerCount30days"=>1, "customerCount30mins"=>1, "customerCount3hrs"=>1, 
"customerCount7days"=>1}, "deviceAggregation"=>{"deviceIdCount15mins"=>2, 
"deviceIdCount1day"=>2, "deviceIdCount1hr"=>2, "deviceIdCount2hrs"=>2, 
"deviceIdCount30mins"=>2, "deviceIdCount3hrs"=>2, "fingerprintCount15mins"=>2, 
"fingerprintCount1day"=>2, "fingerprintCount1hr"=>2, "fingerprintCount2hrs"=>2, 
"fingerprintCount30mins"=>2, "fingerprintCount3hrs"=>2, "fingerprintCount7days"=>2, 
"sessionCount15mins"=>2, "sessionCount1day"=>3, "sessionCount1hr"=>3, 
"sessionCount2hrs"=>3, "sessionCount30mins"=>3, "sessionCount3hrs"=>3, 
"sessionCount7days"=>3}, 
"transactionAggregation"=>{"transactionAmount15mins"=>76329, 
"transactionAmount1day"=>76329, "transactionAmount1hr"=>76329, 
"transactionAmount2hrs"=>76329, "transactionAmount30mins"=>76329, 
"transactionAmount3hrs"=>76329, "transactionAmount7days"=>76329, 
"transactionCount15mins"=>1, "transactionCount1day"=>1, "transactionCount1hr"=>1, 
"transactionCount2hrs"=>1, "transactionCount30mins"=>1, "transactionCount3hrs"=>1, 
"transactionCount7days"=>1}}, 
"ipv6Aggregations"=>{"customerAggregation"=>{"customerCount15mins"=>1, 
"customerCount1day"=>1, "customerCount1hr"=>1, "customerCount2hrs"=>1, 
"customerCount30days"=>1, "customerCount30mins"=>1, "customerCount3hrs"=>1, 
"customerCount7days"=>1}, "deviceAggregation"=>{"deviceIdCount15mins"=>1, 
"deviceIdCount1day"=>1, "deviceIdCount1hr"=>1, "deviceIdCount2hrs"=>1, 
"deviceIdCount30mins"=>1, "deviceIdCount3hrs"=>1, "fingerprintCount15mins"=>1, 
"fingerprintCount1day"=>1, "fingerprintCount1hr"=>1, "fingerprintCount2hrs"=>1, 
"fingerprintCount30mins"=>1, "fingerprintCount3hrs"=>1, "fingerprintCount7days"=>1, 
"sessionCount15mins"=>1, "sessionCount1day"=>2, "sessionCount1hr"=>2, 
"sessionCount2hrs"=>2, "sessionCount30mins"=>2, "sessionCount3hrs"=>2, 







"sessionCount7days"=>2}}, "os"=>"iOS", "osAnomaly"=>"low", "osVersion"=>"17.3", 
"proxyLevel"=>"low", 
"remoteSoftware"=>{"behaviorBiometricRemoteSoftwareLevel"=>"low"}, 
"remoteSoftwareLevel"=>"low", "sdkVersion"=>"1.0.16", "sessionKey"=>"defde1f0-0b7e-
4f99-b305-b3a3768553f8", "trueIP"=>"162.229.195.188", "vpnLevel"=>"low"}, 
"telephony"=>{"mcc"=>"65535", "mnc"=>"65535", "phoneType"=>"Wifi", 
"simCountryIso"=>"us", "simOperatorName"=>"AT&T"}, 
"timeSinceFirstSeen"=>{"accountDeviceId"=>2240861784, "browser"=>2240861784, 
"customerId"=>2240861891, "deviceId"=>2240861784, "deviceIp"=>1665047, 
"deviceTimezone"=>1665047, "deviceTimezoneOffset"=>1665047, "fingerprint"=>1665047, 
"ipCountry"=>1665047, "ipDomain"=>1665047, "ipIsp"=>1665047, "ipRegion"=>1665047, 
"language"=>2240861891, "languageWithoutLocale"=>2240861891, "mcc"=>1665047, 
"mnc"=>1665047, "mobileUserId"=>1665047, "os"=>2240861784, 
"simOperatorName"=>2240861891, "totalInternalStorage"=>1665047}, 
"user"=>{"id"=>"3b4b4634-afe2-5000-9d32-f6a4e57245ac"}}, 
"IDVerification"=>{"fullName"=>" "}, "customerSession"=>{"clientId"=>"a628d833-2c98-
406b-8f87-17ef12f26bd5", "customerFlow"=>{"name"=>"send", 
"status"=>"unknown_status", "type"=>"unknown_type"}, "deviceRiskLevel"=>"low", 
"flow"=>"send", "gpsToCustomerAddressDistance"=>-1, "ipToBillingAddressDistance"=>-1, 
"ipToCustomerAddressDistance"=>-1, 
"ipV4Aggregations"=>{"customerAggregation"=>{"customerCount15mins"=>1, 
"customerCount1day"=>1, "customerCount1hr"=>1, "customerCount2hrs"=>1, 
"customerCount30days"=>1, "customerCount30mins"=>1, "customerCount3hrs"=>1, 
"customerCount7days"=>1}, "deviceAggregation"=>{"deviceIdCount15mins"=>2, 
"deviceIdCount1day"=>2, "deviceIdCount1hr"=>2, "deviceIdCount2hrs"=>2, 
"deviceIdCount30mins"=>2, "deviceIdCount3hrs"=>2, "fingerprintCount15mins"=>2, 
"fingerprintCount1day"=>2, "fingerprintCount1hr"=>2, "fingerprintCount2hrs"=>2, 
"fingerprintCount30mins"=>2, "fingerprintCount3hrs"=>2, "fingerprintCount7days"=>2, 
"sessionCount15mins"=>2, "sessionCount1day"=>3, "sessionCount1hr"=>3, 
"sessionCount2hrs"=>3, "sessionCount30mins"=>3, "sessionCount3hrs"=>3, 
"sessionCount7days"=>3}, 
"transactionAggregation"=>{"transactionAmount15mins"=>76329, 
"transactionAmount1day"=>76329, "transactionAmount1hr"=>76329, 
"transactionAmount2hrs"=>76329, "transactionAmount30mins"=>76329, 
"transactionAmount3hrs"=>76329, "transactionAmount7days"=>76329, 
"transactionCount15mins"=>1, "transactionCount1day"=>1, "transactionCount1hr"=>1, 
"transactionCount2hrs"=>1, "transactionCount30mins"=>1, "transactionCount3hrs"=>1, 
"transactionCount7days"=>1}}, 







"ipV6Aggregations"=>{"customerAggregation"=>{"customerCount15mins"=>1, 
"customerCount1day"=>1, "customerCount1hr"=>1, "customerCount2hrs"=>1, 
"customerCount30days"=>1, "customerCount30mins"=>1, "customerCount3hrs"=>1, 
"customerCount7days"=>1}, "deviceAggregation"=>{"deviceIdCount15mins"=>1, 
"deviceIdCount1day"=>1, "deviceIdCount1hr"=>1, "deviceIdCount2hrs"=>1, 
"deviceIdCount30mins"=>1, "deviceIdCount3hrs"=>1, "fingerprintCount15mins"=>1, 
"fingerprintCount1day"=>1, "fingerprintCount1hr"=>1, "fingerprintCount2hrs"=>1, 
"fingerprintCount30mins"=>1, "fingerprintCount3hrs"=>1, "fingerprintCount7days"=>1, 
"sessionCount15mins"=>1, "sessionCount1day"=>2, "sessionCount1hr"=>2, 
"sessionCount2hrs"=>2, "sessionCount30mins"=>2, "sessionCount3hrs"=>2, 
"sessionCount7days"=>2}}, "isBrowserDifferentFromLastSession"=>true, 
"isDeviceIdDifferentFromLastSession"=>true, 
"isFingerprintDifferentFromLastSession"=>true, 
"isIPV6AddressDifferentFromLastSession"=>true, "userLocalTime"=>{"dayOfMonth"=>-1, 
"hourOfDay"=>-1}}, "email"=>{"isNumeric"=>true}, "onboarding"=>{"fullName"=>" "}, 
"sanctions"=>{"adverseMediaLevel"=>"low", "pepLevel"=>"low", "sanctionLevel"=>"low"}, 
"user"=>{"IDVerification"=>{"fullName"=>" "}, "accountAge"=>2240861974, 
"accountAgeInDays"=>25, "countDevices"=>2, "countIPs"=>2, "countMobileOSs"=>1, 
"countOSs"=>2, "countPaymentMethods"=>1, "countReferrers"=>1, "countStaticIPs"=>1, 
"countTransactions"=>2, "cryptoAndNFTBuyAmountYtdEur"=>135486.19, 
"customerIdAggregations"=>{"IpV6Count90days"=>3, "browserCount1day"=>2, 
"browserCount1week"=>2, "browserCount30days"=>2, "browserCount60days"=>2, 
"browserCount90days"=>2, "deviceIdCount1day"=>2, "deviceIdCount1week"=>2, 
"deviceIdCount30days"=>2, "deviceIdCount60days"=>2, "deviceIdCount90days"=>2, 
"deviceNameCount1day"=>1, "deviceNameCount1week"=>1, 
"deviceNameCount30days"=>1, "deviceNameCount60days"=>1, 
"deviceNameCount90days"=>1, "fingerprintIdCount1day"=>2, 
"fingerprintIdCount1week"=>2, "fingerprintIdCount30days"=>3, 
"fingerprintIdCount60days"=>3, "fingerprintIdCount90days"=>3, "ipCityCount1day"=>1, 
"ipCityCount1week"=>1, "ipCityCount30days"=>2, "ipCityCount60days"=>2, 
"ipCityCount90days"=>2, "ipCountryCount1day"=>1, "ipCountryCount1week"=>1, 
"ipCountryCount30days"=>2, "ipCountryCount60days"=>2, "ipCountryCount90days"=>2, 
"ipRegionCodeCount1day"=>1, "ipRegionCodeCount1week"=>1, 
"ipRegionCodeCount30days"=>2, "ipRegionCodeCount60days"=>2, 
"ipRegionCodeCount90days"=>2, "ipV4Count1day"=>1, "ipV4Count1week"=>1, 
"ipV4Count30days"=>2, "ipV4Count60days"=>2, "ipV4Count90days"=>2, 
"ipV6Count1day"=>2, "ipV6Count1week"=>2, "ipV6Count30days"=>3, 
"ipV6Count60days"=>3, "languageCount1day"=>2, "languageCount1week"=>2, 







"languageCount30days"=>2, "languageCount60days"=>2, "languageCount90days"=>2, 
"mobileOsCount1day"=>1, "mobileOsCount1week"=>1, "mobileOsCount30days"=>1, 
"mobileOsCount60days"=>1, "mobileOsCount90days"=>1, "osCount1day"=>2, 
"osCount1week"=>2, "osCount30days"=>2, "osCount60days"=>2, "osCount90days"=>2, 
"refererCount1day"=>1, "refererCount1week"=>1, "refererCount30days"=>1, 
"refererCount60days"=>1, "refererCount90days"=>1, "staticIpV4Count30days"=>1, 
"staticIpV4Count60days"=>1, "staticIpV4Count90days"=>1}, 
"firstTransactionAt"=>1704075352814, 
"globalCustomerIdAggregations"=>{"IpV6Count90days"=>3, "browserCount1day"=>2, 
"browserCount1week"=>2, "browserCount30days"=>2, "browserCount60days"=>2, 
"browserCount90days"=>2, "deviceIdCount1day"=>2, "deviceIdCount1week"=>2, 
"deviceIdCount30days"=>2, "deviceIdCount60days"=>2, "deviceIdCount90days"=>2, 
"deviceNameCount1day"=>1, "deviceNameCount1week"=>1, 
"deviceNameCount30days"=>1, "deviceNameCount60days"=>1, 
"deviceNameCount90days"=>1, "fingerprintIdCount1day"=>2, 
"fingerprintIdCount1week"=>2, "fingerprintIdCount30days"=>3, 
"fingerprintIdCount60days"=>3, "fingerprintIdCount90days"=>3, "ipCityCount1day"=>1, 
"ipCityCount1week"=>1, "ipCityCount30days"=>2, "ipCityCount60days"=>2, 
"ipCityCount90days"=>2, "ipCountryCount1day"=>1, "ipCountryCount1week"=>1, 
"ipCountryCount30days"=>2, "ipCountryCount60days"=>2, "ipCountryCount90days"=>2, 
"ipRegionCodeCount1day"=>1, "ipRegionCodeCount1week"=>1, 
"ipRegionCodeCount30days"=>2, "ipRegionCodeCount60days"=>2, 
"ipRegionCodeCount90days"=>2, "ipV4Count1day"=>1, "ipV4Count1week"=>1, 
"ipV4Count30days"=>2, "ipV4Count60days"=>2, "ipV4Count90days"=>2, 
"ipV6Count1day"=>2, "ipV6Count1week"=>2, "ipV6Count30days"=>3, 
"ipV6Count60days"=>3, "languageCount1day"=>2, "languageCount1week"=>2, 
"languageCount30days"=>2, "languageCount60days"=>2, "languageCount90days"=>2, 
"mobileOsCount1day"=>1, "mobileOsCount1week"=>1, "mobileOsCount30days"=>1, 
"mobileOsCount60days"=>1, "mobileOsCount90days"=>1, "osCount1day"=>2, 
"osCount1week"=>2, "osCount30days"=>2, "osCount60days"=>2, "osCount90days"=>2, 
"refererCount1day"=>1, "refererCount1week"=>1, "refererCount30days"=>1, 
"refererCount60days"=>1, "refererCount90days"=>1, "staticIpV4Count30days"=>1, 
"staticIpV4Count60days"=>1, "staticIpV4Count90days"=>1}, "id"=>"3b4b4634-afe2-5000-
9d32-f6a4e57245ac", "lastRiskLevel"=>"low", "lastTransactionAt"=>1706316139945, 
"maxRiskLevel"=>"low", 
"mobileUserIdAggregation"=>{"customerIdCountByLastSeenTime1day"=>1, 
"customerIdCountByLastSeenTime1hr"=>1, "customerIdCountByLastSeenTime2hrs"=>1, 
"customerIdCountByLastSeenTime7days"=>1}, "onboarding"=>{"fullName"=>" "}, 







"outAmountRatio24hrs"=>-1, "outAmountRatio30days"=>1.060125, 
"outAmountRatio60days"=>1.060125, "outAmountRatio7days"=>-1, 
"outAmountRatio90days"=>1.060125, "outwardAmount1hr"=>76329, 
"outwardAmount1hr_usd"=>76329, "outwardAmount24hrs"=>76329, 
"outwardAmount24hrs_usd"=>76329, "outwardAmount2mins"=>76329, 
"outwardAmount2mins_usd"=>76329, "outwardAmount30days"=>148329, 
"outwardAmount30days_usd"=>148329, "outwardAmount30mins"=>76329, 
"outwardAmount30mins_usd"=>76329, "outwardAmount5mins"=>76329, 
"outwardAmount5mins_usd"=>76329, "outwardAmount60days"=>148329, 
"outwardAmount60days_usd"=>148329, "outwardAmount7days"=>76329, 
"outwardAmount7days_usd"=>76329, "outwardAmount90days"=>148329, 
"outwardAmount90days_usd"=>148329, "outwardAmountAll"=>148329, 
"outwardCount1hr"=>1, "outwardCount24hrs"=>1, "outwardCount2mins"=>1, 
"outwardCount30days"=>2, "outwardCount30mins"=>1, "outwardCount5mins"=>1, 
"outwardCount60days"=>2, "outwardCount7days"=>1, "outwardCount90days"=>2, 
"timeSinceFirstSeen"=>{"accountDeviceId"=>2240861784, "browser"=>2240861784, 
"customerId"=>2240861891, "deviceId"=>2240861784, "deviceIp"=>1665047, 
"deviceTimezone"=>1665047, "deviceTimezoneOffset"=>1665047, "fingerprint"=>1665047, 
"ipCountry"=>1665047, "ipDomain"=>1665047, "ipIsp"=>1665047, "ipRegion"=>1665047, 
"language"=>2240861891, "languageWithoutLocale"=>2240861891, "mcc"=>1665047, 
"mnc"=>1665047, "mobileUserId"=>1665047, "os"=>2240861784, 
"simOperatorName"=>2240861891, "totalInternalStorage"=>1665047}, 
"timeSinceLastSession"=>75, "type"=>"customer", "weightedRiskLevel"=>"low"}}}, 
"event_handler"=>"coinbase_light_payment_method_created_handler", 
"flow_name"=>"send", "session_key"=>"defde1f0-0b7e-4f99-b305-b3a3768553f8"} 





